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Abstract

Enterprise networks are borderless and expand to limitless endpoints and networks. This can
be attributed to the explosion of attacks as they come in various forms. Attacks are escalating
exponentially. Nation States and various organizations have been hit with high-profile breaches
over the past years resulting in millions of dollars in lost revenue, public confidence, reputation,
and legal issues. Threats such as Shell Shock, Ghost RATs, Zero-Day, Stuxnet, Advanced Persistent
Threats, and Ransomware, are on the rise. We will analyze activities across the cyber-security eco-
system and identify actionable solutions to remedy the threats while leveraging security as a business
enabler.
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1 Introduction

The eco-system is witnessing security challenges of cyber-attacks as they are becoming very severe and
complex to manage [7, 17]. The reasoning is because enterprise systems are borderless and expand to
limitless endpoints and networks. The purpose of this study is to create awareness on enterprise cyber
security challenges and recommend solutions.

The exponential growth and interconnected cyberspace have been accompanied by an increasing
frequency of cyber security attacks and breaches by adversaries. As a result, enterprise systems are
investing in digital transformation. The reasons in the surge are to maintain competitive advantages
while driving operational and institutional efficiencies and enhancing their market share. These entities
are manufacturing products faster, and quicker while advancing logistic processes. As technological
breakthroughs are emerging, threat actors will continue cyber bullying by exploiting loopholes in the
eco-system [2,12].

The explosion of cyber-attacks and threats and the integration of sophisticated devices on corporate
networks have created massive security challenges. Study shows that, no industry best practice exist
that provides the right combinations of state of the art security protection for enterprise systems [3].
Enterprise systems are battling network vulnerabilities that include network leaks, unauthorized access,
backdoors, denial of service, direct-access attacks, eavesdropping, code injections, rootkit behavior, and
phishing [5, 21].
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Other suspicious network activities include privileged escalations, social engineering, tampering,
spoofing, IP addresses attacks, access control, etc. Some array of attacks come from these group:
malware, insider threats, network intrusions, false data injection, malicious domain names used by
adversaries [15]. As all systems are at risk, the number of these threats will continue to grow.

Global cyber-security expenditure to combat the threats is continuing its exponential growth while
exceeding the trillion-dollar thresholds that was originally predicted in 2017 [14]. Table 1 shows an
overview of data exposure in 2019 [1].

Table 1: an overview of data exposure in 2019

Institution Category Reported Exposed

Orvibo IoT 7/1/2019 2 Billions
First American Banking/Credit/Financial 5/25/2019 885 Millions

Facebook Social Media 3/21/2019 600 Millions
Capital One Banking/Credit/Financial 7/19/2019 106 Millions

LabCorp Medical/Healthcare 6/4/2019 7.7 Millions
AMC Networks Entertainment 5/1/2019 1.3 Millions

T-Mobile Business 11/22/2019 1 Million
Suprema Medical/Healthcare 8/25/2019 1 Million
Chtrbox Social Media 5/20/2019 49 Millions

IT analyst forecasts are unable to keep pace with the dramatic rise in cybercrime, the ransomware
epidemic, the refocusing of malware from PCs and laptops to smartphones and mobile devices, the
deployment of billions of under-protected Internet of Things (IoT) devices, the legions of hackers-
for-hire, and the more sophisticated cyberattacks launching at businesses, governments, educational
institutions, and consumers globally.

Some of the heavy duty malware include Shell Shock, Ghost RATs, Zero Day, Regi, Stuxnet, Ad-
vanced Persistent, Ransomware. The explosion of these attacks necessitates the development of inno-
vative technological and strategic remedies to secure the increasingly digitized platform [8]. This study
will analyze activities across the cybersecurity eco-system and identify actionable solutions to remedy
the threats while leveraging security as a business enabler.

2 Literature Review

[9], in their report noted that malware is a threat to cybersecurity as it controls a massive number
of compromised hosts during attacks, such as e-mail spam or launching a distributed denial of-service
(DDoS) attack etc. They summarized that due to their ability to coordinate attacks at massive scale, as
well as deliver diverse payloads and infect other machines, they pose a significant threat to individuals,
enterprise, and government organizations.

According to [15], cyber-crime and economic espionage cost the global world more than $800 trillion
annually. The study further found evidence that malware is the most expensive attack type for organi-
zations. The noted that the cost of malware attacks has increased by 11% over the year and the cost
of malicious insider attacks has increased by 15%.

Another study [1], found evidence that the total annual cost of all types of cyberattacks is increasing.
Malware and Web-based attacks continue to be the most expensive. The cost of ransomware (21 percent)
and malicious insider (15 percent) attack types have grown the fastest over the last year.
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[14], cyber report found evidence that the expanded use of cloud services makes the investigation of
cyber threats more efficient and the containment of cyberattacks more cost effective. They summarized
that spending on containment has steadily increased over the period.

A study by [13], at the 26th USENIX Security Symposium noted that the Mirai malware took the
cyberspace by storm in late 2016 when it overwhelmed several high-profile targets with some of the
largest distributed denial-of-service (DDoS) attacks on record.

An earlier study by [8], reported that global cyber security expenditure was approximately 4.8 billion.
However, a later study by [14], reveals that global spending on cybersecurity products and services will
exceed $1 trillion cumulatively by 2022.

[4], Cathay Pacific Airways revealed that a hacker accessed the personal information of 9.4 million
of its passengers in a security breach against the aviation industry. They found evidence that passport
numbers, email addresses and credit card details were among the data leaked.

Reports from [16,18], among others, summarized that anyone and everyone is susceptible for attacks.
The report concluded that criminal minded nation-states would continue espionage activities of attack
against businesses that do not properly protect itself from such attacks.

In an earlier study [11]), it was found that the attack on Target 70 million stolen credit card was
real. The report further narrated that over 40 million customer records containing financial data such
as debit and credit card information were stolen. It concluded that seventy million addresses and mobile
numbers were compromised.

[14] found evidence that in 2019, 1,473 data breaches in the U.S. led to the exposure of 164,683,455
confidential records. Due to the rising number of such attacks, their study projects that cyber security
market will grow from $119.9 billion in 2019 to $433.6 billion by 2030.

[18,20] among others, found evidence that “Anthem”, a U.S. health insurance company, was hacked,
resulting in the theft of 80 million customers’ information.

Another study [10], found evidence that the Russian and Chinese governments were key to cyber
espionage across the eco-system. Their reports summarized that cybercriminals stole 40 million credit
card numbers from Target and compromised 70 million accounts.

3 Methodology

A survey questionnaire was developed and distributed to technology professionals and researchers in
the field of cyber-security at a Network Security 2019 conference in Washington, DC. The objective of
the survey is to ascertain the challenges and issues facing both technology professionals and researchers
regarding cyber-security threats at their respective organizations.

The survey respondents represent technology professionals in the cyber-security industry, govern-
mental and university researchers. The sample population pool includes practitioners in the field, with
varying years of experiences and ranks from top systems administrators to lower-level IT staff mem-
bers, who handle cyber-security issues in their respective organizations. These organizations range from
mid-size to Fortune 500 companies. Researchers at the conference, conduct and publish cyber-security
research issues for federal agencies and universities in higher education.

A population sample size of 182 surveys responses were returned and completed. These represented
a random population of technology professionals and researchers in the field. There were 15 items in
the questionnaire, with Likert scales whose anchors ranged from 1 to 5, “strongly disagree” to “strongly
agree,” respectively. The respondents’ items on gender and IT high level job ranking had categorical
choices, respectively: 1 (male) and 2 (female); 1 (yes) and 2 (no). There were 100 male and 82 female
respondents, representing 55% and 41% of the sample, respectively. 154 of the sample subjects reported
their IT rank as Executive or a Senior IT Administrator, while 28 reported the rank as a lower-level IT
employee, representing 85% and 15% of the sample, respectively.
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4 Results of Statistical Analysis

The results of the statistical analysis are shown in Tables 2.

Table 2: Primary Statistics: used to gather feedback directly from targeted audience

Sample Size(n) 182 Sample size(n) 182
No of Women 82 No of IT ADMIN 154

No of Men 100 No of Non IT-ADMIN 28
% of Women 45 % of IT-ADMIN 85

% of Men 55 % of Non IT-ADMIN 15

4.1 Survey Question 1

The study asked on a scale of 1 to 5, how secured, do you think; your company network is? Table 3
shows the response analysis of the survey question. Total percent of responses of 1 and 2 in the sample:
17%; Total percent of Responses of 3, 4 and 5 in the sample: 83%; This implies that 83 percent of the
sample think their company is secure.

Table 3: Response analysis of Survey Question 1

1 Don’t Know (1) 7
2 Not very secure (2) 24
3 Somewhat secure (3) 79
4 Secure (4) 52
5 Very Secure (5) 20

In order to further validate this result, we conducted a test of hypothesis (single Proportion) that the
population proportion of industries workers who think that their organizations are secure at 5percent
level of significance is less or equal to 50% (hypothetical population proportion).

Let Po be the population proportion of industries workers who think they are secure.

Ho (Null Hypothesis): Po ≤ .50 that think their company is secure;

Ha (Alternative Hypothesis): Po ≥ .50 that think their company is secure.

α = 5% (level of Significance).
If np ≥ 10 and n(1 − p) ≥ 10 then the study can use Z-test statistic and since 182 ∗ .50 > 0 and

182 ∗ .50 > 10 (or considering that the number of success and failures are 91 and 91 respectively are at
least 10. This study estimates the test statistic by:

Z = Ṕ − Po

=
√
Po(1 − Po)/n

Here, Ṕ = 0.83 (sample proportion); Po = 0.50 (population proportion); N = 182; Zc = 8.92; Zt = 1.65
(5% level of significance) critical value = 0.05.
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Since Zc > Zt, our study rejected the Null hypothesis and accepted the alternate. The test is
significant. It confirms that more than 50 percent (83%) of the industries workers’ population think
their company is secure. This conclusion is based on the sample result (a representative sample) which is
reliably predictive of the population. Sample statistics predict population parameters at point estimate
or interval estimate within negligible margin of errors.

4.2 Survey Question 2

The study asked, on a scale of 1 to 5, how helpful do you find network scanning tools used in your
organization in mitigating threats? Table 4 shows the response analysis of the survey question. Total
percent of responses of 1,2 and 3 in the sample: 15%; Total percent of Responses of 4 and 5 in the
sample: 85%.

Table 4: Response analysis of Survey Question 2

1 Very unhelpful (1) 0
2 Somewhat unhelpful (2) 13
3 Neither helpful nor unhelpful (3) 14
4 Somewhat helpful (4) 97
5 Very Secure (5) 58

This implies that 85% of the sample think that the scanning tools are helpful in mitigating threats.
To further validate this result, we conducted a test of hypothesis (single proportion) that the population
proportion of industries workers who think that the scanning tools are helpful in mitigating threats at
5% level of significance is less or equal to 50% (hypothetical population proportion).

Let Po be the population proportion of industries workers who think that the scanning tools are
useful in mitigating threats.

Ho (Null Hypothesis): Po ≤ .50 think that scanning tools are useful in mitigating threats;

Ha (Alternative Hypothesis): Po ≥ .50 think that scanning tools are useful in mitigating threats.

Here, α = 5% (level of Significance). If np ≥ 10 and n(1 − p) ≥ 10 then I can use Z-test statistic and
since 182 ∗ .50 > 0 and 182 ∗ .50 > 10 (or considering that the number of success and failures are 91
and 91 respectively are at least 10. We calculate the test statistic by:

Z = Ṕ − Po

=
√
Po(1 − Po)/n

Here, Ṕ = 0.85 (sample proportion); Po = 0.50 (population proportion); N = 182; Zc = 9.5; Zt = 1.65
(5% level of significance) critical value = 0.05.

Since Zc > Zt, we rejected the Null hypothesis (Ho) and accepted the alternate hypothesis (Ha). The
test is significant. It confirms that more than 50 percent (85%) of the industries workers’ population
think that the scanning tools are useful in mitigating threats. This conclusion is based on the sample
result (a representative sample) which is reliably predictive of the population. Sample statistics predict
population parameters at point estimate or interval estimate within negligible margin of errors.
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4.3 Survey Question 3

The study asked that on a scale of 1 to 5, when threat hunting, how often do your organizations run
a network security defensive as you search for threats on your network? Table 5 shows the response
analysis of the survey question. Total percent of responses of 1 and 2 in the sample: 7.7%; Total percent
of Responses of 3, 4 and 5 in the sample: 92.3%.

Table 5: Response analysis of Survey Question 3

1 Never (1) 7
2 Rarely (2) 7
3 Sometimes (3) 58
4 Often (4) 86
5 Always (5) 24

This implies that 92.3% of the sample think that their organizations run a network security defensive
when searching for threats on the network. To further validate this result, we conducted a test of
hypothesis (single Proportion) that the population proportion of industries workers who think that
their organizations run a network security defensive as they search for threats on the network at 5%
level of significance is less or equal to 50% (hypothetical population proportion).

Let Po be the population proportion of industries workers who think that their organizations run a
network security defensive while searching the network for threats.

Ho (Null Hypothesis): Po ≤ .50 think that their company run a network security defensive;

Ha (Alternative Hypothesis): Po ≥ .50 think that their company run a network security defensive.

Here, α = 5% (level of Significance).
If np ≥ 10 and n(1 − p) ≥ 10 then the study can use Z-test statistic and since 182 ∗ .50 > 0 and

182 ∗ .50 > 10 (or considering that the number of success and failures are 91 and 91 respectively are at
least 10. The study estimates the test statistic by:

Z = Ṕ − Po

=
√
Po(1 − Po)/n

Here, Ṕ = 0.923 (sample proportion); Po = 0.50 (population proportion); N = 182; Zc = 11.4;
Zt = 1.65 (5% level of significance) critical value = 0.05.

Since Zc > Zt, we reject Null hypothesis (Ho) and accept the alternate hypothesis (Ha). The test is
significant. It confirms that more than 50 percent (92.3%) of the industries workers’ population think
that their organization run network security defensive while on threat hunting. This conclusion is based
on the sample result (a representative sample) which is reliably predictive of the population. Sample
statistics predict population parameters at point estimate or interval estimate within negligible margin
of errors.

5 Conclusion

This study highlights the trends cyber-actors use to attack enterprise systems across all industries
and gives cyber security professionals the information they need to protect their organizations from
next-generation cyber-attacks.
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It further established that the exponential burst of next-generation digital transformation also
prompted series of security vulnerabilities. Solutions to the identified threats include isolation tech-
nologies, activity–behavior monitoring and algorithmic file classifications. The study further highlights
enterprise security architecture and detection schema.

Isolation technologies as illustrated, protect the system by sandboxing processes, resulting in limited
access to the enterprise operating systems [9]. Implementing activity monitoring systems help monitor
and track end-user behavior on devices, organization networks and other enterprise owned IT resources.
This detect and stop malicious insider threats. A classification algorithm should also be implemented
because it will provide researchers the most accurate separation of two classes of data. This technology
is a supervised learning technique used to identify the category of new observations based on training
data [13]. When implemented, the entity forms some logical structures based on what was found and
institute a best practice solution.

6 Lesson Learned

Enterprise cyber security challenges are happening more often and are becoming more severe as com-
pared to the past. Lessons from this study revealed that cyber security are here to stay. Enterprises
systems should examine and close any insecure or unused ports and protocols such as simple network
management protocol and UPnP that exposes the network to adversaries. Also, to conduct reviews
for connected peripheries that may have default credentials and institute new passphrase when neces-
sary. Future research will include anomaly-based detections using deep learning, machine learning and
artificial intelligence technologies.
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