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Abstract
In this paper, we propose to enhance threshold secret sharing schemes based on the Chinese remainder theo-
rem (CRT) by incorporating the well-known RSA Cryptosystem.In the proposed scheme, participants select their
secret shadows by themselves. Also, a secure channel among the dealer and participants is no longer needed. In ad-
dition,each participant can check whether another participant provides the true secret shadow or not.Furthermore,
it allows to reconstruct several secrets parallelly. The scheme is based on the RSA cryptosystem and intractability
of the Discrete Logarithm.
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1 Introduction

In a (¢, n)-threshold secret sharing scheme, a secret is shared among n participants in such a way that any ¢ (or more)
of them can reconstruct the secret while a group of ¢t —1 or fewer can not obtain any information. The idea of a secret
sharing scheme was first introduced independently by Shamir [16] and Blakley [3], both in 1979. A threshold secret
sharing scheme has many practical applications, such as opening a bank vault, launching a nuclear, or authenticating
an electronic funds transfer. There are several threshold secret sharing schemes based on the Chinese remainder
theorem(CRT) [1, 2, 6, 7,9, 11, 12, 13, 14, 17]. In these secret sharing schemes there are several common drawbacks
as follows [18]:

1) Ouly one secret can be shared during one secret sharing process;

2) Once the secret has been reconstructed, it is required that the dealer redistributes a fresh shadow over a security
channel to every participant;

3) A dishonest dealer may distribute a fake shadow to a certain participant, and then that participant would
subsequently never obtain the true secret;

4) A malicious participant may provide a fake share to other participants, which may make the malicious partic-
ipant the only one who gets to reconstruct the true secret.

In this paper, we propose to enhance threshold secret sharing schemes based on the CRT by incorporating the
well-known RSA Cryptosystem invented by Rivest, Shamir, and Adleman [15]. The proposed threshold secret sharing
scheme has the following features.

1) Participants select their secret shadows by themselves;

2) A secure channel among the dealer and participants is no longer needed;

3) Each participant can check whether another participant provides the true secret shadow or not;
4) It allows to reconstruct several secrets parallelly.

The scheme is based on the RSA cryptosystem and intractability of the Discrete Logarithm.

The rest of this paper is organized as follows. In Section 2, we give some preliminaries about the CRT. A brief
review is given in Section 3, about threshold secret sharing schemes based on the CRT. In Section 4, we propose a
new threshold secret sharing scheme based on the CRT by incorporating the well-known RSA Cryptosystem. Section
5 gives the analysis of the proposed scheme. Finally, concluding remarks are given in Section 6.
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2 Preliminaries
Several versions of the CRT have been proposed. The next one is called the general CRT [4, 10].
Theorem 1. Let k> 2,p1 > 2,-+- ,px > 2, and by,--- by, € Z. The system of equations

x = by(mod pq)
x = by(mod ps)

x = by (mod pg)

has solutions in Z if and only if b; = bj(mod (p;, p;), for all 1 < i,j < k. Moreover, if the above system of equations
has solutions in Z, then it has a unique solution in Zpi,--- ,px], where [p1,--- ,px] is the least common multiple of

P1, 5Pk

When (p;,p;) =1, for all 1 <4, 5 <k, one gets the standard version of the CRT. Garner [5] has found an efficient
algorithm for this case and Fraenkel [4] has extended it to the general case.

3 Brief Reviews

3.1 Review of Mignotte’s Threshold Secret Sharing Scheme
Mignotte’s threshold secret sharing scheme [9] uses some special sequences of integers, referred to as the Mignotte
sequences. Let n be a positive integer, n > 2, and 2 <t < n. An (¢,n)-Mignotte sequence is a sequence of pairwise

co-prime positive integers p; < ps < --+ < p, such that Hf;g Pr_i < szl ;.

Given a publicly known (¢, n)-Mignotte sequence, the scheme works as follows:
1) The secret S is chosen as a random integer such that []'_2 p,_i < S < [T'_, pi,
2) The shares I; are chosen as I; = S(modp;), for all 1 <i < mn;

3) Given t distinct shares I;,,--- , I;,, the secret S is recovered, using the CRT, as the unique solution modulo
Di, -+ - pi, of the system.

T = I’Lt (mOd pit)‘

3.2 Review of Asmuth-Bloom’s Threshold Secret Sharing Scheme

This scheme, proposed by Asmuth and Bloom in [1], also uses some special sequences of integers. More exactly, a
sequence of pairwise co-prime positive integers pg,p1 < p2 < - -+ < p, is chosen such that pg Hz;g P < szl ;.
Given a publicly known Asmuth-Bloom sequence, the scheme works as follows:

1) The secret S is chosen as a random element of the set Z,;

2) The shares I; are chosen as I; = (S +ypp)(mod p;), for all 1 < i < n, where « is an arbitrary integer such that
(S +7Po) € Zp,.pis

3) Given t distinct shares I;,,-- -, I;,, the secret S is recovered as S = zg(mod pg), where xq is obtained,using the
CRT, as the unique solution modulo p;, - - - p;, of the system

Iil (mOd pil)
I;, (mod p;,)

€T
xT

T = I’Lt (mOd pit)‘
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4 Proposed Scheme

Let {Py, Pa,- -+, P,} be a set of participants and D the dealer of the scheme.The scheme needs a bulletin board.Only
the dealer D can change and update the information on the bulletin board and other persons can read and download
the information from the bulletin board.

4.1 Initialization phase

1) The dealer D chooses two strong primes p = 2p/ +1and g = 2q/ +1, where p/ and q/ are also primes. Both p and
q should be so safe that anybody can’t factor N = pq efficiently. Then the dealer chooses an integer g such that
1<g<N,(¢9,N)=1and (g£1,N) = 1. Then the order of g is equal to p'q or 2p'q [2]. D publishes system
information [g, N] on the bulletin board and keeps p and ¢ in secret.Each participant P; randomly chooses a
secret integer s; from [2, N| as her/his own secret shadow, and computes R; = ¢% (mod N), and then sends R;
to D. D must make sure that R; and Ry are different when i # k. If R; = Ry, D asks these participants to
choose secret shadows again until Ry, - , R, are different.

2) D chooses the secret integer e, 1 < e < ¢(N) = (p — 1)(g — 1), such that (e,d(N)) = 1, computes Ry =
g¢(modN) and then uses extended Euclidean algorithm to compute a unique integer h, 1 < h < ¢(N), such
that eh = 1(mod¢(N)). D publishes R, h on the bulletin board.

3) D chooses positive integers p1, - - - , pp such that maxi<;, <...ci,_y<n([Pir, -+ s Di,_1]) < MiNi<jiy <oocip<n ([P, 5 Pit)),
i.e., the sequence p1,--- ,p, is a generalized Mignotte sequence. Then D publishes the sequence p1,- -+ ,p, on
the bulletin board.

4.2 Divide Secret Phase

Suppose that S, - - - , Sy are k secrets to be shared such that maxi<i, <...<i,_, <n([Diys - s Pip_1]) < Sw < mini<iy <ooociy<n([Piy, -+ 5D
where w = 1,--- , k. The dealer D computes y;; = S;(modp;) & R;*(modN), where & denotes the XOR operation,

i.e., componentwise addition modulo 2. D publishes triples (p;, R;, yi;), where i =1,---n,j =1,--- k on the bulletin

board.

4.3 Recover Secret Phase
Without loss of generality, assume that participants P;, P»,--- , P, cooperate to reconstruct the secret data S;.

1) Each participant P,,v = 1,2,--- ,¢t downloads public information Ry, h, and uses her/his secret shadow s, to
compute Ry®’(modN) and then sends it and R, = g**(modN) to the designated combiner.

2) After receiving Ro®’ (modN) and R, = g**(modN), the designated combiner computes (Ro**)"(modN),and
checks whether Ry"** = R, (mod N) is true or not.If Ry"** # R,(mod N), the designated combiner knows that
P, does not provide her /his true secret shadow s,,.

3) The designated combiner downloads public information (p;, R;, yi;) on the bulletin board, where i = 1,--- ,t,
and computes y;;&Ro* ( mod N) = S;( mod p;)®R;*( mod N)&Ry* ( mod N) = S;( mod p;),wherei =1,--- .

4) The designated combiner uses the general CRT to solve the system of equations
T =11, ® Ro®* (modN)(mod p1)
T = Yo2; & Ro**(modN)(mod ps)
T =y ® Ro®** (modN)(mod py)

and gets the general solutions S; + [p1,--- ,pt|u, where v € Z. The unique nonnegative solution less than
[p1,--- ,pe) is the secret data S;.

5 Analysis of the Scheme

5.1 Verification Analysis

From the Euler Theorem it follows that ¢g?(™) = 1(modN). If P, is not a cheater, then Ry = g¢hsv = g% =
R,(modN) since eh = 1(mod¢(N)). Otherwise, P, does not provide her/his true secret shadow.
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Remark: If a malicious participant randomly chooses an integer s from the range of 2 to N, then performs
the subsequent procedures based on s instead of s,, she/he can pass the above verification successfully. However,
R, = g°(modN) is not equal to any one of R; in the public information (p;, R;, ;) on the bulletin board, where
i=1,---,t. So, the combiner can identify the cheater.

5.2 Security Analysis

1) Having only ¢—1 distinct shares y;,j,-- - , ¥s,_,;, one can only get that S; = zo( mod [p;,,- - ,pi, ,]), where z¢ is
the unique solution modulo [p;,, - -, p;,_,] of the resulted system(in this case, S; > maxi<;, <...<i, 1 <n([Pir, " > Pi,_1])
> xo).

2) If system attacker personates the dealer to publish a pseudo secret data, she/he has to get the secret number e.
Since Ry = ¢g¢(modN), she/he is faced with the difficulty in solving the discrete logarithm problem. Another
method of getting e is to solve the equation eh = 1(mod¢(N)). This needs factorization N into a product of
primes which is also difficult.

3) In the secret reconstruction phase, each participant only provides a public value and does not have to disclose
her /his secret shadow.Anyone who wants to get the participant’s secret shadow will be faced with the difficulty
in solving the discrete logarithm problem. The reuse of the secret shadow is secure.

4) Kima et al. [8] proposed new modular exponentiation and CRT recombination algorithms which are secure
against all known power and fault attacks.

5.3 Performance Analysis

There are efficient algorithms for modular exponentiation and CRT recombination [4, 5, 8]. The XOR operation
is of negligible complexity. What’s more, each participant chooses her/his secret shadow by her/himself in the
proposed scheme, P; computes R; = ¢% (modN), this also cuts the computation quantity of D.In addition, the
system doesn’t need a security channel, which also cuts the cost of the system.Therefore the proposed scheme is
efficient and practical.

6 Concluding Remarks

This paper proposes to enhance threshold secret sharing schemes based on the CRT by incorporating the well-known
RSA Cryptosystem. In the proposed scheme, participants select their secret shadows by themselves. In addition,
each participant can check whether another participant provides the true secret shadow or not. Furthermore, it
allows to reconstruct several secrets parallelly. Moreover, a security channel is no needed for the proposed scheme.
The property is very practical in the system which is unlikely to have a security channel. The scheme is based on
the RSA cryptosystem and intractability of the Discrete Logarithm.
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