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Abstract

In this article, we developed a new block encryption algorithm based on network RFWKIDEA32-1 using of
the transformations of the encryption algorithm AES, which is called AES-RFWKIDEA32-1. The block’s length
of this encryption algorithm is 256 bits, the number of rounds are 10, 12 and 14. The advantages of the encryption
algorithms are that, when encryption and decryption process used the same algorithm. In addition, the encryption
algorithm AES-RFWKIDEA32-1 encrypts faster than AES.

Keywords: Advanced encryption standard, Feystel network, Lai-Massey scheme, round function, round keys, output
transformation

1 Introduction

In September 1997, the National Institute of Standards and Technology issued a public call for proposals for a new
block cipher to succeed the Data Encryption Standard [37]. Out of 15 submitted algorithms the Rijndael cipher by
Daemen and Rijmen [22] was chosen to become the new Advanced Encryption Standard in November 2001 [15]. The
Advanced Encryption Standard is a block cipher with a fixed block length of 128 bits. It supports three different
key lengths: 128 bits, 192 bits, and 256 bits. Encrypting a 128-bit block means transforming it in n rounds into a
128-bit output block. The number of rounds n depends on the key length: n =10 for 128-bit keys, n =12 for 192-bit
keys, and n=14 for 256-bit keys. The 16-byte input block (g, t1, ..., t15) which is transformed during encryption is
usually written as a 4x4 byte matrix, the called AES State.
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The structure of each round of AES can be reduced to four basic transformations occurring to the elements of the
State. Each round consists in applying successively to the State the SubBytes(), ShiftRows(), MixColumns() and
AddRoundKey() transformations. The first round does the same with an extra AddRoundKey() at the beginning
whereas the last round excludes the MixColumns() transformation.

The SubBytes() transformation is a nonlinear byte substitution that operates independently on each byte of the
State using a substitution table (S-box). Figure 1 illustrates the SubBytes() transformation on the State.

In the ShiftRows() transformation operates on the rows of the State; it cyclically shifts the bytes in each row by
a certain offset. For AES, the first row is left unchanged. Each byte of the second row is shifted one to the left.
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Figure 1: SubBytes() transformation

Similarly, the third and fourth rows are shifted by offsets of two and three respectively. Figure 2 illustrates the
ShiftRows() transformation.
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Figure 2: ShiftRows() transformation

The MixColumns() transformation operates on the State column-by-column, treating each column as a four-term
polynomial. The columns are considered as polynomials over GF(2%) and multiplied modulo z* + 1 with a fixed
polynomial a(x), given by a(x) = 322 + 22 + 2 + 2. Let p = a(z) ® "

Dai 02 03 0101 s

Paiy1 | _ | 01020301 Shiv1 P03
Pait2 01010203 Shiva |
Daiss 03010102 | | shys

As a result of this multiplication, the four bytes in a column are replaced by the following:

yai = ({02} es),) @ ({03} e Sﬁu+1) D Sﬁu+2 D 521i+3
Yair1 = 83 @ ({02} @ sl 1) @ ({03} @ sy;40) D sy g
Yaive = Sy D sy ({02} @ s),15) @ ({03} @ s, 5)
Yaira = ({03} @sy;) ® syiq B Sy ® ({02} @ 544 5).

Figure 3 illustrates the MixColumns() transformation.

Re | &g | B | B Po | Py | P P
B | W | Ehe | Wl P | Ps | Po | Pr
sy | S | 8 | 8 F—2 MixColumns) ——X p, | p, | o | Pu
R || | Bl B Py, | P | Pu | Pis

Figure 3: MixColumns() transformation
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2 Analysis of AES, PES and IDEA

The first attack is a SQUARE attack suggested in [10] which uses 2128 - 219 chosen plaintexts and 220 encryptions.
The second attack is a meet-in-the-middle attack proposed in [13] that requires 232 chosen plaintexts and has a
time complexity equivalent to almost 2128 encryptions. Recently, another attack on 7-round AES-128 was presented
n [19]. The new attack is an impossible differential attack that requires 2117-5 chosen plaintexts and has a running
time of 2'2! encryptions. Similar results, but with better attack algorithms and lower complexities were reported
in [3]. The resulting impossible differential attack on 7-round AES-192 has a data complexity of 292 chosen plaintexts
and time complexity of 2162 encryptions, while the attack on AES-256 uses 2165 chosen plaintexts and running time
of 22475 encryptions.

There are several attacks on AES-192 [3, 9, 10, 16, 19, 24]. The two most notable ones are the SQUARE attack
on 8round AES-192 presented in [10] that requires almost the entire code book and has a running time of 2!%8
encryptions and the meet in the middle attack on 7-round AES-192 in [24] that requires 234%™ chosen plaintexts
and has a running time of 2208=7 4 28247 encryptions. Legitimate values for n in the meet in the middle attack on
AES-192 are 94 j n j 17, thus, the minimal data complexity is 2°! chosen plaintexts (with time complexity equivalent
to exhaustive search), and the minimal time complexity is 2!4¢ (with data complexity of 2°7 chosen plaintexts).
AES-256 is analyzed in [3, 9, 10, 19, 24]. The best attack is the meet in the middle attack in [24] which uses 232
chosen plaintexts and has a total running time of 22°° encryptions. Finally, we would like to note the existence of
many related-key attacks on AES-192 and AES-256. As the main issue of this paper is not related-key attacks, and
as we deal with the single key model, we do not elaborate on the matter here, but the reader is referred to [42] for the
latest results on related-key impossible differential attacks on AES and to [17] for the latest results on related-key
rectangle attacks on AES.

The strength of AES with respect to impossible differentials was challenged several times. The first attack of this
kind is a 5-round attack presented in [5]. This attack is improved in [7] to a 6-round attack. In [16], an impossible
differential attack on 7-round AES-192 and AES-256 is presented. The latter attack uses 2°2 chosen plaintexts (or
2925 chosen plaintexts for AES-256) and has a running time of 2186 encryptions (or 22°0-5 encryptions for AES-
256). The time complexity of the latter attack was improved in [3] to 2152 encryptions for AES-192. In [19] a new
7-round impossible differential attack was presented. The new attack uses a different impossible differential, which
is of the same general type as the one used in previous attacks (but has a slightly different structure). Using the
new impossible differential leads to an attack that requires 2''7-® chosen plaintexts and has a running time of 2'2!
encryptions. This attack was later improved in [3, 20] to use 2!'%® chosen plaintexts with time complexity of 2!19
encryptions.

The last application of impossible differential cryptanalysis to AES was the extension of the 7-round attack
from [19] to 8-round AES-256 in [3]. The extended attack has a data complexity of 2'16-5 chosen plaintexts and
time complexity of 22475 encryption. We note that there were three more claimed impossible differential attacks
on AES in [40, 41, 43]. However, as all these attacks are flawed [2]. In paper [6] present a new attack on 7-round
AES-128, a new attack on 7-round AES-192, and two attacks on 8-round AES-256. The attacks are based on the
attacks proposed in [16, 19] but use additional techniques, including the early abort technique and key schedule
considerations.

The best attack we present on 8-round AES-256 requires chosen plaintexts and has a time complexity of
21297 memory accesses. These results are significantly better than any previously published impossible differential
attack on AES. We summarize results along with previously known results in Table 1.

The Proposed Encryption Standard (PES) is a 64-bit block cipher, using a 128-bit key, designed by Lai and
Massey in 1990 (see [11]) and was a predecessor to IDEA (International Data Encryption Algorithm) [8]. IDEA was
originally called IPES (Improved PES). PES iterates eight rounds plus an output transformation. The cryptanalysis
of PES and IDEA presented on Table 2 and Table 3.

On the basis of encryption algorithm IDEA and Lai-Massey scheme developed the networks IDEA32-1 and
RFWKIDEA32-1, consisting from one round function [27, 36]. In the networks IDEA32-1 and RFWKIDEA32-
1, similarly as in the Feistel network, when it encryption and decryption using the same algorithm. In the networks
used one round function having 16 input and output blocks and as the round function can use any transformation.

Using transformation SubBytes(), ShiftRows(), MixColumns(), AddRoundKey() AES encryption algorithm as
a round function networks IDEA8-1 [28], RFWKIDEAS-1 [28], PES8-1 [29], RFWKPES8-1 [30], IDEA16-1 [26],
created encryption algorithms AES-IDEAS-1 [33], AES-RFWKIDEAS-1 [35], AES-PESS8-1 [34], AES-RFWKPESS8-
1 [31], AES-IDEA16-1 [32].

In this paper developed block encryption algorithm AES-RFWKIDEA32-1 based network RFEWKIDEA32-1 [36]
using transformation of the encryption algorithm AES. The length of block of the encryption algorithms is 256 bits,
the number of rounds n equal to 10, 12, 14 and the length of key is variable from 256 bits to 1024 bits in steps 128
bits, i.e., key length is equal to 256, 384, 512, 640, 768, 896 and 1024 bits.

289.1
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Table 1: A summary of the attacks on AES

Number of rounds complexity Attack type
Data (CP) | Time
AES-128
7 2128 _ol19 2120 Square [10]
7 21175 2121 Impossible Differential [10]
7 21175 2119 Impossible Differential [20, 3]
7 232 2128 Meet in the middle [13]
7 21122 2172 NA Impossible Differential [6]
AES-192
7 232 2181 Square [9]
7 19 - 232 2155 Square [10]
7 292 2186.2 Impossible Differential [16]
7 21155 2119 Impossible Differential [3]
7 292 2162 Impossible Differential [3]
7 2344n 2208—n 4 982+n Meet in the middle [24]
8 2128 _ oMo 2188 Square [10]
7 21138 21188 MA Impossible Differential [6]
7 2912 21392 Impossible Differential [6]
AES-256
7 232 2200 Square [9]
7 21 - 232 2172 Square [10]
7 2925 22505 Impossible Differential [16]
7 232 2208 Meet in the middle [24]
7 93%Fn | 92057 1 982F1 | Neet in the middle [24]
7 2115:5 2119 Impossible Differential [3]
8 2116:5 22475 Impossible Differential [3]
8 2128 _ o119 2204 Square [10]
8 232 2209 Meet in the middle [24]
7 21138 21188 MA Impossible Differential [6]
7 292 2165 MA Impossible Differential [6]
8 PR 22278 NMA Impossible Differential [6
8 289-1 22297 MA Impossible Differential [6

Table 2: A summary of the attacks on IDEA

Attack Type | Year | Attacked Rounds | Key Bits round | Chosen Plaintext Time
Differential [12] | 1993 2 32 210 212
Differential [38] | 1993 2.5 32 210 232
Differential [12] | 1993 2.5 96 210 2106
Related-Key Differential [39] | 1996 3 32 6 6 - 232
Differential-Linear [21] | 1996 3 32 230 24
Differential [1] | 1996 3 32 230 0.75 - 2%
Truncated Differential [23, 21] | 1997 3.5 48 256 267
Miss-in-the-middle [25] | 1998 3.5 64 2385 253
Miss-in-the-middle [25] | 1998 4 69 237 270
Related-Key Differential-Linear [4] | 1998 4 15 38.3 -
Miss-in-the-Middle [25] | 1998 4.5 80 204 2112
Square attack [18] | 2000 2.5 77 3. 216 263 + 217
Square attack [18] | 2000 2.5 31 232 202
Square [18] | 2000 2.5 31 218 27
Related-Key Square [18] | 2001 2.5 32 2 21
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Table 3: A summary of the attacks on PES

Attack Type | Year | Attacked Rounds | Key Bits round | Chosen Plaintext | Time
Differential [14] | 1991 7 96 204 2160
Square [18] | 2000 2.5 31 217 247
Square [18] | 2001 2.5 31 232 203
Related-Key Square [18] | 2001 2.5 32 2 241

3 The Encryption Algorithm AES-RFWKIDEA32-1

3.1 The Structure of the Encryption Algorithm AES-RFWKIDEA32-1

In the encryption algorithm AES-RFWKIDEA32-1 as the round function used SubBytes(), ShiftRows(), Mix-
Columns() transformation of encryption algorithm AES. The scheme n-rounded encryption algorithm AES-RFWKIDEA32-
1 shown in Figure 4, and the length of subblocks X°, X', ..., X3! length of round keys K3a(i-1), K32(-1)+15
K32(i—1)+31n i=1..n+1 and K32n+327 K32n+337 T K32n+95 are equal to 8-bits.

Consider the round function of the encryption algorithm AES-RFWKIDEA32-1. Initially 32-bit subblocks tg,
t1, ..., t15 are written into the State array and are executed the above transformations SubBytes(), ShiftRows(),
MixColumns(). After the MixColumns() transformation we obtain 8-bits subblocks v, ¥1, ..., y15, Where yo=py,
Y1=p1, .-, Y15=DP15-

The S-box SubBytes() transformation shown in Table 4 and is the only nonlinear transformation. The length of
the input and output blocks S-box is eight bits. For example, if the input value the S-box is equal to 0xE7, then the
output value is equal 0x79, i.e. selected elements of intersection row 0xE and column 0x7.

ceey

Table 4: The S-box of encryption algorithm AES-RFWKIDEA32-1

0x0 |0x1 |0x2 |0x3 |0x4 |(0x5 |0x6 |0x7 |0x8 |0x9 |0xA |0xB |0xC |0xD |0xE |0xF

0x0 |0x87 |0x1C |0x05 |0x06 |0x13 |0x86 |0x84 |0xC9 |0x3F [0xEF|0x85 |0xA6|0x10 |Ox41 |0xA2|0x15
0x1 [0xD2|0xF3 |0xCA |0x0C |0x12 |0x4E |0xC5 |0x1B |0xA8 |0x59 |0xB3 |0xA0|0x78 |0xB9 |0x17 |0xDB
0x2 |0x21 |0x08 |0x63 |0xB5 |0x35 |0x24 |0x01 |0xD8 |0x3D [0xA9|0x89 |0x0B |0x0F |0x5A |0x2F |0x6D
0x3 |0xFD|0xC1 |0xA7 (0xC3 |0x7E |0x71 |0xED |0x72 |0xE5 |0x77 |OxFB |0x93 |0x82 |0xAS5|0x33 |0x0D
0x4 |0xEE|0xE3 |0xBC|0x76 |0x66 |0x94 |0x56 |0xBB|0x357 [0x26 |0x51 |0x23 |0xAE|0x83 |0xA4|0xF9
0x5 [0x47 |0x4B |0xFF |0x88 |0xBF|0x18 |0x2B |0x46 |0x96 |0xC2|0x30 |0x2E |0xD6 |0xDC|0x5E |0xCO0
0x6 |0x5B |0x80 |0xB2 |0x02 |0xC7 [0xCC|0x27 |0xE9 |0xCD|0x0A|0xF7 |0x04 |0x5F |0x3C |0x60 |0xBA
0x7 |0x4F |0xA3 |0xDF |0xEO0 |0x73 |0x68 |0x3E |0x09 |0x38 |0x31 |0x52 |0xAF|0x7F |0x00 |0x03 |0x53
0x8 |0xC8 |0xFC |0x67 |0x98 |0x44 [0x61 |0xDD|0x65 |0xD9 [0xA1|0x14 |0x2C|0x%D |0x4C |0x6E |0x07
0x9 |0x9F |0xEB |0xC4 (0x58 |0xB7|0xB6 |0x7B |0xFA |0xD5 |0x90 |0x3A |0x7D|0x50 |0x54 |0xE6 |0x42
0xA|0x9B |0x37 |0x36 |0xF6 |0xCE|0xF5 |0xBD|0x5C |0xD3 [0x43 |0xB8 |0x97 |0x6B |0x69 |0x99 |0x0E
0xB|0x81 |0xDA|0x25 (0x8C |0xES8 |0x49 |0xD4 |0xAA|0x9C |0x55 |0x19 |0x92 |0x8D |0x16 |0xB0O|0xFE
0xC|0x32 |0x1E |0xAD|0xB4 |0x7C |0xB1 |0x39 |0xD1 |0x9A [0x48 |0x1D|0x64 |0xC6 |0x28 |0xE2 |0xF2
0xD|0x1F |0x34 |0x29 |(0x95 |0xDE|0xE7 |0x11 |0xF4 |0x8F |0x2D|0x45 |0x2A|0xF1 |0xCB|0x6C|0x70
0xE|0x8B |0x1A |0x7A |0x6F |0x8E [0x4A|0xF0 |0x79 |0x62 [0x74 |0xE1 |0x8A|0xD0 |0x4D |0xBE|0x40
0xF |0xF8 |0xAB |0xEA |0xEC|0x20 |0x91 |0xD7 |0xSE |0xCF |0x6A|0xAC|0xE4 |0x3B |0x5D |0x22 |0x75

Consider the encryption process of encryption algorithm AES-RFWKIDEA32-1. Initially the 256-bit plaintext X
partitioned into subblocks of 8-bits X7, X{, ..., X3!, and performs the following steps:

1) Subblocks X§, X{, ..., X3 summed by XOR respectively with round keys K3o,432, K32n133, ..., K32n+63:
Xg = X(]) D K32n+32+j7 ] = 031

2) Subblocks X§, X&, ..., X3! multiplied and summed respectively with the round keys K32(7:—1)’ K32(i_1)+1,
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Figure 4: The scheme n-rounded encryption algorithm AES-RFWKIDEA32-1
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3)

)

3.2

, K32(i_1) 431 and calculated 8-bit subblocks tq, t1, ..., t15. This step can be represented as follows:

to = (X{ 1+ Ksoi-1) ® (X% - K3o(i—1)+16)

t1 = (X{y Kzou-1)+1) ® (X7 + Kaoi—1)417);
(2 (X7 1+ Kaogi—1)+2) ® (X2 - K3o(-1)418);
t3 (X7 1 Kaagi—1)13) © (X2) + Kaoi-1)419),
21 (X1 + Kaoii-1)+4) @ (X721 - Kaa3-1)420);
ts = (X7 Kaa-1)1s) ® (X7 + Kaog-1)421),
le (Xz 1+ Ksoi—1)46) © (X2, - K39(i—1)+22),
tr = (X1 Ksou-1)+7) & (X722, + Kao(i—1)423);
ts (XP )+ Kaa(i—1)18) ® (X7, - Kao(io1)424),
tg (Xz 1 Kaoii-1)49) ® (X721 + Ksoi—1)425),
to = (X% + K32(i—1)+10) o (X7 - K39(i—1)+26),
tn = (X - K33 1)+11)@(X1 1+ Kso(i—1)+27),
tiz = (X2 + Kaogo1)+12) ® (X772 - Kaa(i—1)+28),
tig = (Xz 1 Kao(i—1)413) @ (X721 + Kaza(i—1)429),
14 (X4 + K32(i—1)+14) o (X% - K32(i—1)+30),
tis = (X/°) - Kaoi—1)415) ® (X7 + Ksoi—1)431),1 =

Performed SubBytes(), ShiftRows(), MixColumns() transformation. Output subblocks of the round function
of the encryption algorithm are yo, y1, ..., ¥31.

Subblocks yo, y1, - . ., Y31 are summed to XOR with subblocks X? |, X} |, ..., X3! i. X/, = X7 | B Yi5-j,
X =Xt g g5 5, 5 =0.15,i=1.

At the end of the round subblocks X7 , and X>'[7, j = 1..15 swapped, i., X0 = X0 |, X! = X3°,

i—
2 _ 29 3 _ 28 4 27 5 _ 26 6 __ 25 7T _ 24 8 _ 23 9 _ 22
Xi - Xi—lﬂ Xi - Xi—17 Xi Xz 1 X Xi—l) Xi - Xi—l? Xz Xz 1 Xz Xz 1 Xz Xz—17
X10 = X2 XU = X2, X2 = X109, XM= xS, X = X1 XP = X6, X1 = x5, X7 = X1
18 __ 13 19 _ 12 20 __ 11 21 10 22 __ 9 23 __ 8 24 __ 7 25 _ 6
Xi - Xi—la Xi - Xi—la Xi X -1 X Xiflv Xi - Xi—la Xi - Xi—la Xi Xz 1 X Xz 1

X2 = XP L XPT =X XB = XP =2 XM = XL X = X =
Repeating steps 2-5 n times, i.e., i = 2...n obtain subblocks X0, X! ... X3L.

In output transformation round keys are multiplied and summed into subblocks, i.e. X 11 = X0 + Ksop,
Xhor = X320 Kaony1, X724y = X722 + Kaonyo, Xpy = X028 - Kagnys, Xp = Xo7 + Ksonga, X0y =
X2 Kaopys, X5, = X2° + K32n+6; X7, = X2 Kaopgr, XSH = X2+ Ksonys, X0 = X22 - Ksono,
X}l(jrl = X2' + Kson 10, Xn+1 = X2 Kaoni1, X}21 = X294+ Ksopi1o, X232, = X8 Ksony1s, XM, =
X!+ Kaong1a, X250 = X320 Kaopgs, Xp% = X%,S'K32n+167 anl X71L4+K32n+177 Xn+1 X3 Ksont1s,
Xrlf..l = X! + Ksont19, Xn+1 = X! K32n+20, Xn+1 = X0+ K32n+21; Xn+1 X9 K32n+227 Xﬁil =

X5+ Ksopyos, X249, = X[ K32n+247 X X6 + K32n+257 X2, =X} Ksonioe, Xn7+1 X5+ Ksonqor,
X%il X3 Ksonqos, X2, = X2 + K32n+29, X330 =X} - Ksangso, th X3+ Ksopian;
Subblocks X2+1, X’I’1L+17 ey Xz}kl are summed to XOR with the round key K32n+64a K32n+65a ey K32n+95:

X£+1 = X%H @ Ksont64a+j, j = 0...31. As ciphertext plaintext X receives the combined 16-bit subblocks
Xl Xl 13
n+1 n+111--" n+1-

Key Generation of the Encryption Algorithm AES-RFWKIDEA32-1

In n-rounded encryption algorithm AES-RFWKIDEA32-1 in each round we applied sixteen (32) round keys of the
8-bit and output transformation thirty two round keys of the 8-bit. In addition, before the first round and after the
output transformation we used thirty two round keys of 8-bits. Total number of 8-bit round keys is equal to 32n+96.
In Figure 4 encryption used encryption round keys K¢ instead of K, while decryption used decryption round keys
sz. If n=10 then need 416 to generate round keys, if n=12, you need to generate 480 round keys and if n=14 need
544 to generate round keys.
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When generating round keys like the AES encryption algorithm uses an array Rcon: Rcon=[0x01, 0x02, 0x04,
0x08, 0x10, 0x20, 0x40, 0x80].

The key encryption algorithm K of length ! (256 < [ < 1024) bits is divided into 8-bit round keys K§, Kf,...,
K opgni—1» Lenght = 1/8, here K = {ko, k1, ..., ki—1}, K§ = {ko, k1, ..., kr}, K7 = {ks, ko, .., k15}sey Kfoponi—1 =
{ki—s, ki—7, ..., ki—1} and K = K§||K1¢H...||Kzenght_1. Then we calculate K, = K§® K{ @ ... ® Kf,, 1 If
K, =0 then K7, is chosen as 0xC5, i.e. K1 = 0xC5. When generating a round keys K7, ¢ = Lenght...32n + 95, we
used transformation SubBytes() and RotWord8(), here SubBytes()-is transformation 8-bit subblock into S-box and
RotWord8()-cyclic shift to the left of 1 bit of the 8-bit subblock. When the condition imod3 = 1 is true, then the
round keys are computed as Kf = SubBytes(K{_ 1., nt+1) ® SubBytes(RotWord8(Kf ., ) ® Reon[imod8|® K,
otherwise K{ = SubBytes(K{ ., n) ® SubBytes(Kf 1., 0ni1) ® K. After each round key generation the value
K, is cyclic shift to the left by 1 bit.

Decryption round keys are computed on the basis of encryption round keys and decryption round keys of the
output transformation associate with of encryption round keys as follows:

(Kan7 Kg2n+17 K?l>12n+27 Kg2n+37 Kg2n+47 K?:i2n+57 KéiZnJrG? Kg2n+77 Kéi2n+87 Kg2n+97 Kg2n+107 Kél2n+117
K§2n+127 K§2n+137 K§2n+147 K§2n+157 K§2n+167 K§2n+177 K?()iQn-‘rlS’ K§2n+19’ K§2n+207 Kan-',-Ql? Kan+22’
Kg2n+23’ Kéi2n+247 Kg2n+25? Kg2n+26? Kg2n+27? Kg2n+287 Kg2n+29’ Kg2n+30’ Kéi2n+31)

= (_Kg7 (ch)ila _ng (K?f)ilv _KE’ (Kg)ilr _Kg7 (K$)717 _K§7 (KQC)ila _chOa (chl)ila
_K1c27 (KICS)_la _K1C47 (ch5>_1a (KICG)_lv _ch77 (KICS)_lv _ng’ (KSO)_lv _Kgl’ (K§2)_17 _KSS’ (K§4)_17
_K§57 (KZCG)_lv _K§7’ (K§8)_17 _K§97 (Kgo)_lﬂ _K?fl)'

For example, if the number of rounds n is 10 the formula is as follows:

(KgQO’ Kng? K?()iZQ? KgQ3’ Kg247 K?(;125’ K3dQ67 K??Q?? KgQS’ K§297 Kg30’ K3d317 K?il32’ Kg337 K§347 Kg35’ Kg367
KgS?ﬁ K??SS) Kg397 K?:i407 K?()i417 Kéi42’ Kg437 K?()i447 Kg45’ K?C)l467 Kg477 K?()i48’ Kg49’ K??SO) K?C)ISI)
= (_ng (ch)_17 _K207 (Kg)_la _Kiv (Kg)_lv _Kg’ (K?)_lv _Kscv (Kg)_lv _cho’ (Kfl)_lv _Kf%
(Ki3) ™t —Kfy (Kis) ™t (Kf) ™
— K7, (Kis) ™ — Ky, (K50) ™', — K5y, (K5,) 1, — K5, (K5,) ™,
— K55, (K56) ™ —Kgy, (K55) ™, — Ky, (K50) ™, —K5y).-

Decryption round keys of the first round associates with the encryption round keys as follows:

(Kg’ Kf’ Kg’ Kg’ KZ’ Kg’ Kga K?a Kga Kga KiiO’ Kfla Kva K1d37 K{l47 Kf57 KfG? Kii% Kf& KfQ’ Kgm Kglv
Kg% Kg?ﬂ K2d4’ K2d57 K2d€n Kg% Kgs’ KgQ’ K?()iov Kgl)
= (=KS2n, (KS2n11) " —KSanio (KSonia) ™ = KSoniar (KSonis) ™ —KSonyer (Kansr) ™ —Kioniss
(K362n+9)713 — K359 4105 (K302n+11)71’ —K5on 112, (K§2n+13)71’ — K59 4145 (K§2n+15)71’ (K§2n+16)71’
_K§2n+17’ (K§2n+18)71’ _K§2n+195 (K§2n+20)71’ _K§2n+21v (K362n+22)71’ _K362n+237 (K§2n+24)715
—K5o195 (KS2n126) s —KSanpom (Ksani28) s —KSany09 (KSany30) ™' —KSonta1)-

Likewise, the decryption round keys of the second, third and n-round associates with the encryption round keys
as follows:

d d d d d d d d d
(K32(i71)7 K32(z>1)+1v K32(i71)+27 K32(i71)+3’ K32(i71)+4’ K32(i71)+57 K32(i71)+67 K32(i71)+7> K32(i71)+8’
d d d d d d d d
K32(i—1)+97 K32(i—1)+107 K32(i—1)+11a K32(i—1)+127 K32(i—1)+13> K32(i—1)+14’ K32(i—1)+157 K32(i—1)+16a
d d d d d d d d
K32(i71)+177 K32(i71)+187 K32(i71)+197 K32(i71)+20’ K32(i71)+217 K32(z>1)+22» K32(i71)+237 K32(i71)+247

d d d d d d d
K5o(-1)425 K3a(i-1)+260 K2(i—1) 427 KSa(i-1) 28> K32(i-1)+20 K3(i-1) 430> K32(i—1)431)
s = KSotn—is1)r2m Kan—it1y426)

= (“KSm-it1) Eoamoit1+30) ~EKam—it 14200 (Ka(n—it1)+28)
—K5(n—it1)+25 (K§2(n—i+1)+24)_1’ —K5o(n—it1)423 (K§2(n—i+1)+22)_17 —K5n—it1)121>
Y —K5tm—it1)+17> (K§2(n—i+1)+16)_1a
(K§2(n—i+1)+15)_1’ _K§2(n—i+1)+147 (K§2(n—i+l)+13)_17 _K§2(n—i+1)+127 (K§2(n—i+1)+11)_1a

(K§2(n—i+1)+20)_1’ _K§2(n—i+1)+19’ (K§2(n—i+1)+1s)_

c —1

—KSpm—it1y+100 KSamoit1y49) H —Ksam—it1)rer EKsamoitny+r) s —Ksamit1)rer Eanit1)ts)

~KSon—it1)rar KSonivny+a) ™ ~Ksamoirt)r2s (KSaoivtys) ™ ~Kia(noit1)+31): 8 = 2.1
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Decryption round keys applied to the first round and after the output transformation associated with the encryp-
tion round keys as follows: Kg2n+32+j = K t644j K§2n+64+j = K3, 4301, J = 0..31.

4 Results

Using the transformations SubBytes(), ShiftRows(), MixColumns() of the encryption algorithm AES as the round
function network REWKIDEA32-1 we developed encryption algorithm AES-RFWKIDEA32-1. In the algorithm, the
number of rounds of encryption and key’s length is variable and the user can select the number of rounds and the
key’s length in dependence of the degree of secrecy of information and speed encryption.

As in the encryption algorithms based on the Feistel network, the advantages of the encryption algorithm AES-
RFWKIDEA32-1 are that, when encryption and decryption process used the same algorithm. In the encryption
algorithm AES-RFWKIDEA32-1 in decryption process encryption round keys are used in reverse order, thus on the
basis of operations necessary to compute the inverse. For example, if the round key is multiplied by the subblock,
while decryption is is necessary to calculate the multiplicative inverse, if summarized, it is necessary to calculate the
additive inverse.

It is known that the resistance of AES encryption algorithm is closely associated with resistance S-box, applied
in the algorithm. In the S-box’s encryption algorithm AES algebraic degree of nonlinearity deg = 7, nonlinearity
NL = 112, resistance to linear cryptanalysis A = 32/256, resistance to differential cryptanalysis 6 = 4/256, strict
avalanche criterion SAC = 8, bit independence criterion BIC = 8.

In the encryption algorithm AES-RFWKIDEA32-1 resistance S-box is equal to resistance S-box’s encryption
algorithm AES, i.e., deg =7, NL =112, A = 32/256, § = 4/256, SAC= BIC=S8.

5 Conclusions

It is known that as a algorithms based of Feistel network, the resistance algorithm based on networks RFWKIDEA32-
1 closely associated with resistance round function. Therefore, selecting the transformations SubBytes(), ShiftRows(),
MixColumns() of the encryption algorithm AES, based on round function network RFWKIDEA32-1 we developed
relatively resistant encryption algorithm.
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