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Abstract

Cognitive radio network (CRN) is a very astute technology developed to solve the spectrum shortage problem
in wireless communication by utilizing the unused bands, where a secondary user (SU) utilizes the free spectrum
of the primary user (PU) in an opportunistic manner. The CRN defines the free spectrum sessions using an intel-
ligent and sophisticated process called a spectrum sensing. The spectrum sensing encounters a security problem
called primary user emulation attack (PUEA). In this problem, an attacker mimics the PU signal to force the
SUs to leave the free band. In this paper, a proposed model based on hash message authentication code (HMAC)
is used to detect the PUEA in CRN. HMAC is used to trusting the PU transmission, which is not clarified until
now. A shared secret key is used between the SU and the PU to achieve an accurate identification of the PU
signal from the attacker. The effectiveness of the proposed approach is analyzed through both theoretical analysis
and Simulation. Results show that the proposed method is completely defeated the selfish PUEA and achieves
efficient spectrum sharing, moreover, it provides a good detection of the PU when error correcting codes are used.

Keywords: Cognitive radio network (CRN), hash message authentication code (HMAC), physical layer authenti-
cation, primary user emulation Attack (PUEA)

1 Introduction

Cognitive radio (CR) has attracted a strong attention recently to solve the spectrum shortage problem [19]. Spectrum
scarcity becomes a serious challenge to the emerging wireless technologies. In licensed networks, the primary users
operate in their allocated licensed bands. It is recognized that the licensed bands are generally underutilized and
their occupation fluctuates temporary and geographically in the range of 15-85%. In a typical Cognitive Radio (CR)
system, the PU is the spectrum license holder and the SU is an unlicensed user who intends to use the spectrum
opportunistically. CR is based on Dynamic Spectrum Access (DSA), where the Priority is given to the PU in the
sense that SU can only transmit, if its transmission is deemed to be a harmless to the PU. The SU is not allowed
to transmit when the PU is transmitting [1] . Unused bands (White spaces) are identified through spectrum sensing
process [24], then they are used by the SUs for data transmission, the spectrum sensing process is continuously
performed to determine the white spaces, if the primary user is detected, then the SU must vacate the band for him.
The CR networks are exposed to many attacks one of these attacks is called PUEA. The PUEA is considered as a
physical layer attack, where a selfish user (attacker) mimics the PU signal to confuse the SUs to leave the band for
him. This leads to low spectrum utilization in CRN.

PUEA has been studied in many researches. R. Chen proposed to use the location of the primary user to identify
the PUEA in [9] . S. Annand made an analytical model based on Fenton’s approximation and Markov inequality
in [4]. Z. Jin et al. Presented a NeymanPearson composite hypothesis test in [15]. and a Wald’s sequential probability
ratio test to detect the PUEA was described in [16]. Z. Chen showed how the attacker can emulate the PU signal to
confuse the SU and used an advanced strategy called variance detection to mitigate the effect of an attacker using
the difference between the communication channel of PUEA and PU in [10]. C. Chen et al made a joint position
verification method to enhance the positioning accuracy in [14] . Cooperative Spectrum Sensing in CRN in the
Presence of the PUEA is proposed in [8] . Feign Bao et al studied the PUEA with national secondary users in CRN
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and using a hybrid method based on Energy Detection (ED) and Variance Detection in [5] . Kapil M. Borle has
developed a physical layer authentication scheme for wireless communication in [7]. Advanced encryption standard
was used to mitigate PUEA in [2]. More researches discussed this problem will be found in [3, 6, 12, 13, 21, 22].

In this paper, a proposed Physical layer authentication based on hash message authentication code (HMAC) is
used to detect the PUEA in cognitive radio networks which is not clarified until now. Moreover, different coding
techniques will be applied. The HMAC is used to generate a tag at the transmitter, this tag is appended to the
message and sent over the channel. At the receiver the secondary user separates the message and tag and regenerates
a new tag from the shared key and the received message. By comparing the two tags, the SU determines if the
signal comes from the PU or from the attacker. The proposed method provide a good detection of the PU and it
is completely defeated the PUEA under any condition and ables a high spectrum usage and high efficiency. The
performance of the system is measured using the probability of false alarm and probability of detection.

The rest of this paper is organized as follows In Section 2, the problem formulation will be explained. In Section 3,
the system model of the system is introduced. In Section 4 the performance metrics will be presented. In Section 5,
the analytical Model Evolution will be explained. In Section 6 numerical and simulation results will be included.
Finally conclusions will be drawn in Section 7

2 Problem Formulation

The PUEA is considered one of the main threats in CRNs. In this problem, an attacker emulates the PU signal to
confuse the SU to leave the free spectrum session as shown in Figure 1. The attacker receives the signal from the
primary user and emulates it and retransmits the signal again to the SUs. The SUs suppose that the transmission
comes from the PU and therefore, they leave the free spectrum. The PUEA destroys the spectrum sensing process.
In Figure 1, there are three users as follow:

e Primary User: A user who has higher priority or legacy rights for the usage of a specific part of the Spectrum.

e Secondary User: A user who has a lower priority and therefore exploits the spectrum in such a way that it
does not cause any interference to PUs.

e Selfish PUEA: the aim of this attacker is to maximize the spectrum usage for himself, by taking the free
band and preventing the others SUs from using it.

This attacker can mimic the primary user power, modulation, signal characteristics and any characteristics of the
PU signal. Thus the detection of the attacker becomes extremely difficult. The authentication is a proper method
to solve this problem. By authenticating the transmission between the PU and the SU, this problem will be solved
easily.

3 System Model

In this section, the system model will be described, then the block diagram of the proposed system, which includes
the attackers will be explained. Finally the flow chart of the system will be done as shown in figure 2. The PU
message runs into the HMAC algorithm to produce the first HMAC (TAG A) [23], then this tag is padded with the
message using TDMA, both of them are encoded, modulated and transmitted to the SUs as shown in figure .2. The
SU intern runs the message portion of the transmission through the HMAC algorithm using the same key that was
used by the PU, producing a second HMAC (TAG B), The SU compares the two tags. If they are identical the
transmission is assumed to be from the PU and the SU must stop its transmission, otherwise a PUEA is in progress.
The attacker don not have the same key used by the PU and assumed to be not intelligent enough to extract the key,
therefore, he cannot authenticate his transmission. If the attacker uses another key, the SU defines him correctly.

In Figure 3, the flow chart of the proposed model is described as follows, first, a random data represents the
PU message is generated, this data is applied to the HMAC function to generate the TAG A. The TAG A and the
message are added together using TDMA, then the message is encoded, modulated and transmitted on the channel.
The SU receives the data demodulates and decodes it. Then SU separates the TAG from the message, and applies
the message part to HMAC to produces a second tag (TAG B). And compares the two tags, if the two tags are
identical, then the data is considered from the PU, otherwise, the attacker is in progress and the SU must punish
him.
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4 Performance Matrices

In this section, the system performance is analyzed by using false alarm probability and detection probability [10].
Most existing works on cognitive sensing focused on performing a hypothesis testing to decide the presence of the
primary user. HO: the signal is from the primary user H1: the signal is from the attacker

e Probability of false alarm (PFA): When the signal is considered from the primary user, the probability
that the SU falsely Identify the signal as from the attacker is defined by [10]:

PFA :PT(Hl\HQ) (1)

If this case happens, the SU will attempt to access the network and cause interference to the PU. Then the SU
may be punished as an attacker. Hence the SU may use a strategy to make PFA as small as possible while the
attacker wants to make PFA as large as possible.

e Probability of Primary User detection (PDP): When the signal is deeded from the PU, the probability
that the SU classifies it as from the primary use,

PDPZPT‘(Ho\Ho):l—PFA. (2)

If this case happens, the SU will attempt to access the network and cause interference to the PU. Then the SU
may be punished as an attacker. Hence the SU may use a strategy to make PFA as small as possible while the
attacker wants to make PFA as large as possible.

e Probability of Misdetection (PMD): When the signal is counted from the attacker, the probability that
the SU classifies falsely it as from the primary user is detonated by,

PMD = P’I“(H()\Hl) (3)

If this happens, the victim will give up accessing the network, although the spectrum band is vacant, and
the attacker launches a successful PUEA and takes the spectrum resources. Another widely matrices is the
probability of detection of the attacker PDA.

PDA:P’I“(Hl\Hl):l—PJWD. (4)

The SU should take a strategy to make the PDA as large as possible.

5 Analytical Model Evolution

The authentication tag is formed using a Key based HMAC, even a single bit in the tag or the message will destroy
the authentication between the SU and the PU. The probability of false alarm is calculated analytically for the
uuencoded BPSK under AWGN.

The Probability of False Alarm for Uuencoded BPSK Under AWGN
The probability of false alarm is related to the probability of one bit occurs in the tag or the data. Assume the
channel is a binary symmetric channel with error probability equal to P, the bit error occurs independently.
Hence, the probability of m errors in a block of n bits is given by [20].

Py = ()P = Py 6
The probability of false alarm is measured by calculating the probability of one error occur and more, therefore,

the probability of false alarm is given by

Pr(atleastonebiterror) (6)

i <Z) P™(1— p)nm (7)

m=1

Pry
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The channel error rate of BPSK under AWGN is given by [20]:

P = 05erfe( %). (8)

o

The probability of false alarm of uuencoded BPSK is done by put Equation (8) into Equation (6):

Pm = m2=1 (Z) (0.5€T‘fc( %)m)(l — (0.5€T‘fc( %)))n—m (9)

For Coded BPSK Using a Linear Block Coding (BCH Code)

n tag ) ]
rep o< > (")pa-er (10

7

i=ttag 41
1 " ntaeg . .
ta . 7 n—1i
ples < e > z< . )P(l—P) (11)
i=ttag 41

For simplicity equally will be used the probability of false alarm is given by:

Pra = 1-(1-Fli)whs
n tag ) )
= 1-(1- > <" >*Pl(1—P)"Z)KtLag (12)
2
i=ttag 41

The probability of False Alarm of BPSK under AWGN using block code is done by substitute Equation (6)
into Equation (12):

n tag . L
Peam1-(1- 3 (“ )(O.Berfc( Z)(1 — (O Fer fely | ) b (13)
i=ttag 41 ° ’

The overall probability of detection of the primary user of BPSK under AWGN when error correcting block
code block code is done by:

Por == S0 (") 05ersety G0 - e ey 5 s (14)
i=ttag 41 ° °

More about authentication and encryption will be found in [11, 17, 18].

6 Simulation And Numerical Results

In this section, the effectiveness of the HMAC authentication method will be validated through analytical and
simulation. The simulation parameters of the system will be tabulated in table 1. First the data is generated by the
PU as a random data of length 18bytes, this data is prepared first to apply as the input of the HMAC function to
produce an output with a length of 20 bytes by taking the left 18 bytes in the output to produce TAG A. The TAG A
is appended to the message using TDMA algorithm, then encoded, modulated and sent both of them on the channel.
The SU separates the message and TAG A. The received message is applied to HMAC to produce TAG B. The SU
compares the two tags. If the two tags are identical, then the transmission is represented by PU, otherwise is done
by the attacker. Mont Carol simulation is used, for every packet we run 10000 times and calculate the probability of
the false alarm and detection.

In Figure 4 the probability of false alarm varies by changing the SNR dB using BPSK under AWGN channel
model. As the SNR increases the probability of the PFA decreases. The simulation and the analytical solution gives
the same results. It is also show that, using a good error correcting code decreases the PFA. At SNR=2dB, the
PFA=100% for the uuencoded BPSK, when using BCH (7, 4, 1) the PFA is decrease by 15%, when using BCH (31,
16, 3) the PFA is decreased by 60%.

In Figure 5, the probability of false alarm varies by changing the SNR dB under AWGN channel model when
the error correcting code is a reed solomn code. As the SNR increases the probability of the PFA is decreases. At
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Figure 4: The PFA versus the SNR for a different BCH codes

Table 1: Simulation parameters

Simulation parameters | N=1000
Data length of the PU | 16bytes
HMAC code length 16 bytes

Total PU data 36 bytes
’ Channel ‘ AWGN ‘
’ Modulation type \ BPSK ‘
] S/N dB \ 0:20 dB ‘
’ Encoding types \ BCH, Reed solomn ‘
’ Hash method used \ SHA-1 ‘

—B8—(88,36)
—e—(120,36)
—¥— (160,36)
—&— (240,36)
| —&— Unencoded | |

Figure 5: PFA V.s SNR for Uuencoded and encoded using RS (n, k) codes
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SNR=1dB the PFA=100% for the uuencoded, when using RS (88, 36), RS (120, 36), RS (160, 36) and RS (240, 36)
the PFA is decrease by 10%, 30 %, 60% and 98% respectively.

In Figure 6 the probability of detection (PDA) is varied according to SNR dB. The SU detect the attacker at each
value of the SNR and achieve 100% detection of PUEA under all cases. In this simulation the attacker tries many
keys to confuse the SU but he cannot. The two curves are identical.
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Figure 6: PDA of BPSK under AWGN

7 Conclusions

In this paper, a new method is proposed to solve the primary user emulation attack in cognitive radio networks.
In this model, the primary user uses a hash message authentication code (HMAC) to authenticate its transmission.
The new method helps the secondary user to defines the attackers, by appending a tag in the transmission and sends
the tag and the message on the channel. At the receiver the SU separates the tag from the message and a new tag
is generated from the received message and the shard key. If the two tags are the same, then the transmission is
considered from the PU, otherwise, the PUEA is in progress. The simulation results show that the new method
completely defeats the PUEA and provides good detection of the primary user. In future, more error correcting
codes and channel models will be used.
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