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Abstract
This article summarizes the advantage and disadvantages of various congestion control schemes for
available bit rate (ABR) services in ATM networks. It will help network designers to realize the
limitations of the various approaches in order to make informed decisions when considering ATM
networks.
Keywords: ABR, ACR, ATM, BECN, CCR, CUP, EAMSA, EFCI, EPRCA, ER, FECN, GMA,
MACR, PRCA, RM, RMA, VC, VP

1 Introduction

Broadband integrated services digital network (B-ISDN) efforts are driven by the emerging needs for
high-speed communications and enabling technologies to support new integrated services. Among the
available technologies, asynchronous transfer mode (ATM) has emerged as a standard for supporting
B-ISDN.

ATM uses short, fixed-size cells consisting of 48 bytes of payload and 5 bytes of header to transmit
information. The fixed size allows fast processing of cells and reduces delay variance and makes the
network suitable for integrated traffic consisting of voice, video, and data. Providing the desired QOS
for these various traffic types is much more complex than what is performed in data networks today.

Capability of ATM networks to provide large bandwidth and multiple quality service (QOS) guar-
antees will realized when equipped with effective traffic management mechanisms. Traffic management
includes congestion control, cell admission control, and virtual path/virtual channel (VP/VC) routing.
More challenging issues arise in the congestion control of ATM networks for available bit rate (ABR)
traffic-data traffic-because it cannot be predicted in advance. The objective of ABR service is to use
the unused capacity of the network.

A cell consists of 5 bytes of header information and 48-byte payload. ATM breaks all traffic into
these 53-byte cells. The header contains control information such as identification, cell loss priority,
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routing, and switching information. The Protocol reference model has divided into three layers: The
ATM adaptation layer (AAL), the ATM layer, and the physical layer. The physical layer defines a
transport method for ATM cells between two ATM entities. The ATM layer mainly performs switching
and multiplexing functions. The AAL defines a set of service classes to fit the needs of different user
requests & converts incoming user requests for services into ATM cells for transport.

2 Congestion Control Schemes

2.1 Fast resource Management

A fast resource management method proposed by France Telecom. Before actually sending data cells,
a source sends a resource management (RM) cell in order to request the desired bandwidth. When a
switch receives a RM cell from the source it passes the RM cell on to the next switch if it can satisfy
the request. A switch simply drops the RM cell if it cannot grant the request. The source then resends
a request as it times out. Upon receiving an RM cell, the destination returns the RM cell back to the
source, which can then transmit the data cell. The main problem in this method is excessive delay
during normal operation or excessive loss during congestion.

2.2 Early packet Discard

The method uses a bit in the cell header to indicate end of message (EOM). A switch looks for the
EOM marker and drops all future cells of the VC until the EOM marker finds again when its queues
start getting full because it is better to drop all cells of one packet than randomly drop cells belonging
to different packets. This method does not require any inter switch or source-switch communication.
This method is not fair in the sense that the cell arriving at a full buffer may not belong to the VC
causing the congestion.

2.3 Delay-based Rate Control

In this method, a source periodically sends an RM cell that contains a times tamp. When a destination
receives an RM cell from the source, it returns it to the source. Upon receiving RM cell from destination,
the source uses the timestamp in the RM cell to measure the round trip delay and to deduce the level
of congestion. This approach has the advantage of no explicit feedback from the network.

2.4 Link Window with End-to-End Binary Rate

This method uses window flow control on every link and explicit forward congestion indication (EFCI)-
based binary end-to-end rate control. The method is a merger of a rate-based scheme with a credit-based
scheme. It is scalable in terms of number of VCs because the window control is per-link and not per-VC.
It also guarantees zero cell loss as in credit-based scheme. However, neither the credit based nor the
rate-based camp found it acceptable because it contained elements from both camps.

2.5 Fair Queuing with Rate and Buffer Feedback

This method requires that the switches compute a fair share of VCs and monitor each VC’s queue
length. A source periodically sends an RM cell to determine the bandwidth and buffer usage at its
bottleneck. Upon receiving an RM cell from the source, a switch computes a fair share of VCs, which
was computed as inverse of interval between the cell arrival and its transmission. Then, the switch
assigns the minimum of the fair share and monitors each VC’s queue length and assigns the maximum
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of queue length. Thus, each switch implements fair queuing, which consists a separate queue for each
VC and computing the time at which the cell would finish transmission if the queue were to be served
round-robin, one bit at a time. The cells scheduled to transmit in this computed time order. The
main problem is that the method requires fair queuing in the switches, which is expensive with current
hardware technology.

3 Credit Based Approach

As shown in Figure 1 [2, 3, 5, 8] before forwarding any data cell over the link, the sender needs to
receive credits for the VC from the receiver. At various times, the receiver sends credits to the sender
indicating availability of buffer space for receiving data cells of the VC. After having received credits,
the sender is eligible to forward some number of data cells of the VC to the receiver according to the
received credit information. Each time the sender forwards a data cell of the VC, it decrements its
current credit balance for the VC by one.

a-UED
P et L.

ey L e B Heer 3

Figure 1: Credit-based flow control applied to each link of a VC

There are two phases in flow controlling a VC. In the first buffer allocation phase, the VC is given an
allocation of buffer memory, Buf_Alloc, in the receiver. In the second credit control phase, the sender
maintains a non-negative credit balance, Crd_Bal, to ensure no overflow of the allocated buffer in the
receiver.

The credit update protocol (CUP) [2] is an efficient and robust protocol for implementing credit
control over a link. As shown in Figure 2 for each flow-controlled VC the sender keeps a running total
TX cont of all data cells it has transmitted, and the receiver keeps a running total Fwd_cnt of all the
data cells it has forwarded. When the sender receives the credit record with value Fwd_cnt, it will
update the credit balance, Crt_Bal, for the VC.

Crt_Bal = Buf_Alloc — (T X nt — Fwd_cnt). (1)

A credit based flow control is static or adaptive, if buffer-allocation is static or adaptive. In a static
credit control a fixed value of Buf_Alloc will be used for the lifetime of a VC. Adaptive buffer allocation
allows multiple VC’s to share the same buffer pool in the receiver node adaptively. That is Buf_Alloc
of a VC will automatically decrease, if the VC does not have sufficient data to forward, cannot get
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sufficient scheduling slots, or is back-pressured due to downstream congestion. The freed up buffer
space will automatically be assigned to other VC’s which have data to forward and are not congested
downstream. Adaptive buffer allocation can be implemented at the sender or receiver node.
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Figure 2: Credit update protocol (CUP)

4 Rate Based Control Schemes

Several proposals contributed in the rate-based congestion control framework to the ATM forum. This
approach is a closed loop approach, in which case sources can change their rates based on the networks
status. This scheme controls the congestion using the current network information. The control cells
sent in the reverse direction, which has information about the rate at which the sources should emit the
cells. Following types of rate-based schemes have suggested which described in detail at [4, 5, 7, 11].

4.1 Forward Explicit Congestion Notification (FECN)

This is an end-to-end scheme when a switch gets congested the switch marks Explicit Forward Con-
gestion Indication bit ”EFCI” bit in all the data cells passing through the switch on that path in the
forward direction which indicates the congested switch status. When these cells reach the destination,
the destination sends congestion notification cells in the reverse direction to notify the source regarding
congestion. The source uses this cell information to adjust their rate appropriately.

A Queuing model [8] developed to analyze the congestion control based on FECN scheme, where
reactive congestion control based upon two thresholds analyzed. Figure 3 shows the model. Under
congestion, at the transit node, there are two thresholds with respect to the Queue length: High-level
threshold H and low-level threshold L. The node transmits two kinds of control cells i.e., choking cell
and relieving cell. When the Queue length at the node reaches the high-level threshold it recognizes
congestion occurring at its own buffer, and transmits choking cells to all of the sources. The choking
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cells will arrive at the source after a constant backward propagation delay Db, which is also assumed to
be the same for all sources. The round-trip propagation delay denoted by D slots, between each source
and the node is then obtained as follows,

D=Df+Db+1, (2)

where 1 represents the transmission time of a control cell in node.
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Figure 3: Analytical model

The above model was analytically approached. Through the analysis, the cell loss probability at the
sources and the node have derived.

4.2 Backward Explicit Congestion Notification (BECN)

In this scheme, congestion notification cells generated by the switches, when they get congested. Thus
congestion control cells are generated from the point where congestion occurs. The sources adjust their
rate based on the control cell information. This scheme reacts to congestion immediately. Its response
to congestion is much faster than the FECN scheme because it avoids the round-trip delay.

One of congestion control scheme using backward propagation of control cells and dropping off of
ATM cells based on priorities in case of buffer overflow in the peak level control.

In peak level control [5] each output buffer has a peak buffer value set by the switch. If any of the
output of buffers reaches its peak value (in terms of cells), the ATM switch will generate control cells for
each source sending cells to this buffer. The control cells have a special field called Backward Explicit
Congestion Notification (BECN) to specify congestion notification from the congested switch. These
control cells called reverse mode(RM) cells, sent in the reverse direction ie., towards the source with
BECN field set to 1. The sources receiving control cells will reduce their speed based on explicit cell
rate of control cells. The Explicit call rate for any call, calculated by the switch as follows,

Load factor = 1 — bandwidth used by the source/total bandwidth of the link. (3)

Explicit cell rate = load factor x current call rate. (4)

Thus, the sources will reduce their current call rate proportionately to their actual load. When a
source receives control cells, it will note down the current time and reduce the current cell rate as shown

above. The recovery will resume to its original rate after a period called recovery period. The recovery
period is also based on source’s peak call rate.

Recovery period = peak call rate x 100(ms). (5)
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The recovery period based on the peak call rate. The limitation of the proposed scheme is, in case
of congestion, if any of the source is having very low call rate, the number of control cells generated are
high. This is because the control cells are generated by the switch after certain fixed period. Also, if,
the sources, once reduced, will ignore all the control cells coming from all the switches. If some other
switch gets congested, it may happen that the sources may not respond to the control cells sent by it
which may incur in the cell loss.

5 Selective BECN schemes

The BECN scheme used for comparison characterized by a threshold in the buffer filled by ABR sources.
By exceeding this limit there is a risk of congestion because the sources are transmitting at a speed
which will fill up the buffer causing a cell loss [13]. According to such a scheme, called No Filter (NF)
scheme, see Figure 1, once beyond the threshold for every incoming cell one BECN cell is created, which
will be sent to the source that transmitted the incoming cell.

This mechanism implemented by latching the VPI/VCI of the incoming cell, copying it into the
BECN cell header and inserting that cell in the reverse direction stream. The BECN cell will go back
to the source because the VPI/VCI identifiers are identical in both directions on a virtual connection.
The source which receives a BECN cell must reduce its transmission rate for the virtual connection
indicated.

When a transmitter receives a BECN cell it will reduce its cell transmission rate to half the current
one. If other BECN cells received,it will be ignored until at least one cell transmitted in the forward
direction. Consecutive BECN cells will cause decrease in the transmission rate to 50%, then to 25%,
12% and 6%. The another BECN cell will cause the source to stop its transmission: Therefore, six
levels are possible on which the transmission rate will be positioned. Within each transmitter there is a
transmission rate recovery mechanism. If recovery time is over, no BECN cells received, the transmission
rate be doubled and restored to the previous level. This increment takes place at each recovery time,
until peak rate is reached. Under the NF scheme it can be generated more BECN traffic than is needed
since the sources treated in the same way. Actually, not all the sources will be slowed down in the
same way, but only the most dangerous sources, that is a selective back pressure will be exercised. For
penalizing sources that transmit more cells. The methods consider subdivision of the buffer as against
the individual virtual connections. Using as a reference a transmission delay of 50 cell times, the filter
schemes allow for a decrease in the BECN generated of 65% and, if they will optimized, they reach 75%
as against the no filter one. Besides, an optimal recovery time of 256 cell times has been found. These
schemes allow best effort traffic be kept under control using a limited BECN cell overhead.

5.1 BECN with Output Buffer Switches Proportional Rate Control Algo-
rithm (PRCA)

The proportional rate control algorithm (PRCA) intended to remedy the problem of network congestion
collapse with two major modifications: The positive polarity feedback approach and the counter-based
approach (i.e., no interval timers). In PRCA, the feedback mechanism uses the EFCI state of the
data cells. A source marks the EFCI bit in all data cells except for the first of every N RM cells and
continually decreases its cell rate for every data cell transmitted.

The parameter N is predetermined and will affect the response time to congestion and backward link
utilization. When a destination receives a data cell with EFCI= 0, it instantly sends an RM cell to the
source.

The destination takes no action when the EFCI bit is set by an intermediate switch because of
the congestion. A source only increases its cell rate for a VC when it receives an RM cell from the
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destination. Otherwise, it will continually reduce its cell rate because no source can increase its cell
rate unless it has an RM cell from the destination. The increments & decrements in the cell rate of
each VC are proportional to the current cell rate, thus eliminating the need for timers and timer value
selection in previous rate-based proposal.

PRCA allows both FECN-like operation and BECN-like operation because a switch experiencing
congestion can change the state of EFCI = 0 to EFCI = 1 or remove RM cells in the backward
direction.

The RM cells in the backward direction. The problem of network congestion collapse associated with
the FECN and BECN schemes solved in PRCA.

5.2 Extended Active Multicast Service Architecture (EAMSA)

This scheme is particularly useful and effective for congestion control of video and audio streams, which
expected to be the main bulk of data in multimedia enabled networks such as ATM. The concept is
based on an active network [1] concept in which network switches support the injection of user codes.
EASMA [13] is functionally divided into two levels. Level one provides the basic services of multicast
connection setup and management. Level 2 provides means to program the network. These include
injection of customized programs into specific nodes of the network. EASMA uses a Multicast Broker
Agency(MBA) to perform most of the operations as in Figure 3. The MBA counsists of four agents:

1) The Resource Monitoring Agent(RMA) which collects link state and topology information of the
network;

2) The Group Management Agent(GMA) which maintains the group membership status, manages
the joining or leaving of members and negotiates agreements between the source and the members;

3) The Routing Agent(RM) computes a multicast tree that connects sources and receives, deciding
where to inject a customization program, and generates contracts;

4) The connection Management Agent(CMA) which setups the actual multicast tree by sending
contracts to the designated virtual switches via the links between MBA and the switches.

EAMSA allows dynamic leave initiated joining and leaving of members. The MBA is capable of
supporting point-to-point, point-to-multipoint connections and multipoint-to-multipoint connections,
as well as QOS negotiation. A new member joins an existing multicast session through a joint operation.
MBA receives this request and processes it (See Figure 4).

GMA updates its group membership table. After which, processing involves computing a bi-directional
route from the source to the joining host by RA. The path is merged with the existing multicast tree.

5.3 Explicit Rate Control Algorithm (ERCA)

An explicit rate control algorithm (ERCA) was proposed to address the problems of previous binary
feedback schemes. In binary feedback schemes, a single-bit is used only to tell the source whether it
should go up or down. It was designed in 1986 for connectionless networks in which the intermediate
nodes had no knowledge of flows or their demands.

In connection-oriented ATM, however, the switches know exactly who is using the resources and flow
paths. The binary feedback schemes were also designed for window-based controls and are too slow for
rate-based controls in high-speed networks. In window-based control, a slight difference between the
current window and optimal window will show up as a slight increase in queue length. In rate-based
control, a slight difference in current rate and optimal rate will show up as continuously increasing
queue length. The reaction times should be fast. ERCA can ensure the source gets to the optimal
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Figure 4: Active multicast service architecture

operating point within a few round trips. ERCA uses a positive feedback approach, and it is based on
counter-based approach as in PRCA.In ERCA, each source periodically sends an RM cell containing
its current cell rate (CCR),desired rate (DR), and a reduced (R) bit. When a switch receives an RM
cell from the source, it monitors the VC’s rate and computes a fair share using an iterative RM format
procedure. The fair share is computed as follows.

If a VC’s DR is more than the fair share, the switch will reduce the DR field and set a reduced bit
in the RM cell. However, any VC can grant the DR if its DR is less than the fair share. Upon receiving
an RM cell from the source, the destination returns the RM cell to the source. A source then adjusts
its rate to that indicated in the RM cell. If the reduced bit is clear, the source could demand a higher
desired rate in the next RM cell. If the bit is set, the source uses the current rate as the desired rate in
the next RM cell.

The VC1’s DR is more than the fair share at switch 2. In this scenario, ERCA has several advantages:

e Policing is straightforward because the entry switches can monitor the returning RM cells and
use the rate directly in their policing algorithm.

e The system reaches the optimal operating point quickly because of fast convergence time the
initial rate has less impact.

ERCA is robust against errors or loss of RM cells because the next correct RM cell will bring the
system to the correct operating point. However, ERCA still employs per-VC accounting, which is very
expensive with current hardware technology.

5.4 Enhanced Proportional Rate Control Algorithm (EPRCA)

An enhanced proportional rate control algorithm (EPRCA) is intended to solve the ACR beat down
problem & to combine the previous separated rate-based schemes with two enhancements as intelligent
marking & explicit rate setting. Fair share=Link Bandwidth - 7Bandwidth of Underloading VCs. If a
VC’s DR is more than the fair share, the switch will reduce the DR field and set a reduced bit in the
RM cell. However, any VC can grant the DR if its DR is less than the fair share. Upon receiving an
RM cell from the source, the destination returns the RM cell to the source. A source then adjusts its
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rate to that indicated in the RM cell. If the reduced bit is clear, the source could demand a higher
desired rate in the next RM cell. If the bit is set, the source uses the current rate as the desired rate in
the next RM cell.

The VC1’s DR is more than the fair share at switch 2. In this scenario, ERCA has several advantages:

e Policing is straightforward because the entry switches can monitor the returning RM cells and
use the rate directly in their policing algorithm.

e The system reaches the optimal operating point quickly because of fast convergence time-the
initial rate has less impact.

ERCA is robust against errors or loss of RM cells because the next correct RM cell will bring the
system to the correct operating point. However, ERCA still employs per-VC accounting, which is
considered very expensive with current hardware technology.

5.5 The Intelligent Congestion Control Algorithm

The intelligent congestion control algorithm was proposed to resolve the ACR beat down problem. The
key idea of this scheme is for each congested switch to estimate the optimal cell rate on each VC with
a small number of computations and without the need of per-VC queuing or accounting.

This estimated rate is used to adjust the cell rates of the sources using positive feedback mechanisms.
More specifically, each source periodically sends an RM cell containing its current allowed cell rate
(ACR) and explicit rate (ER), which is the maximum allowed cell rate of the source.

For every data cell transmitted, a source continually decreases its ACR by additive decrease rate
(ADR) until it receives an RM cell from the destination. A variable modified allowed cell rate (MACR)
is defined in order to contain the value of the estimated optimal cell rate for each queue of a switch.
When a noncongested switch receives an RM . When a congested switch receives an RM cell from the
source, it replaces MACR by ACR - MACR, only if ACR is smaller than MACR. Using a first order
filter, an intermediate switch that is congested or non-congested iteratively estimates the optimal cell
rate for each VC given the ACR of each VC. When a destination receives an RM (ACR, ER) cell, it
returns the RM cell to the source. When a congested switch receives an RM (ACR, ER),it takes one of
two actions depending on congestion status. One possible action is the switch replacing ER in the RM
cell by min (ER, * MACR) if the current queue length is greater than a certain threshold.

The other possibility is the switch replacing ER in the RM cell by min (ER, MACR) if ACR is
greater than MACR. Upon receiving an RM (ACR, ER) cell from the destination, a source computes
new ACR according to the rate information in the RM cell. The data and control traffic of the scheme
in a congested network.

6 Conclusions

In this paper, an overview is presented on the parameters of quality of services in ATM network, together
with the congestion control mechanism that support the QOS guarantee. Today,a number of concepts
and mechanisms are specified such as rate based flow control and credit based flow control schemes for
ABR traffic.

Significant differences separate credit and rate flow control. Credit provides precise control over buffer
use, and can stop transmission automatically to avoid buffer overrun. Typical rate control methods
provide no similar guarantee, partially to avoid some of the expense involved in implementing credit
hardware. However, in the long run rate-based switches will probably need similarly complex hardware
anyway, to enforce fairness and shape traffic at each switch.
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Abstract

We show that the scheme [IEEE TPDS, 27(1), 2016, 40-50] is flawed because the group manager
cannot complete his computational task in the registration phase. Actually, the designers of the
scheme have misunderstood the concept of public key which is usually associated with an asymmetric
encryption algorithm. Besides, the mechanism that the group manager has to re-encrypt all data
stored in the cloud after a member is revoked, is somewhat infeasible because of its inefficiency.

Keywords: Accessibility, cloud computing, creditability, durability, data sharing, key distribution

1 Introduction

Cloud computing supports a paradigm shift from local to network-centric computing and network-
centric content [8], and benefits scientific and engineering applications, such as data mining, computa-
tional financing, and many other computational and data-intensive activities. It enables customers with
limited computational resources to outsource large-scale computational tasks to the cloud, including
linear equations (LE) and linear programming (LP).

In 2010, Kamara and Lauter [4] discussed the security problem of cloud storage. Yu et al. [I1]
investigated the possibility of data access control in cloud computing. In 2013, Liu et al. [7] explored the
problem of multiowner data sharing for dynamic groups in the cloud. Chen et al. |2 [I2] investigated on
achieving secure role-based access control on encrypted data in cloud storage. Nabeel et al. [9] designed
a scheme with privacy preserving policy based content sharing in public clouds.

In 2016, Khaleel et al. [5,[10] discussed the possibility of using caching search engine for files retrieval
system, and using cloud based technique for blog search optimization. Hsien et al. [3][6] have presented
two surveys on public auditing for secure data storage in cloud computing.

Very recently, Zhu and Jiang [I3] have proposed a data sharing scheme for dynamic groups in the
cloud. It claims that the proposed registration method is a secure way for key distribution without any
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secure communication channels, which enables the users can securely obtain their private keys from
group manager.

In this note, we show that in the Zhu-Jiang scheme the group manager cannot complete his compu-
tational task in the registration phase. We stress that, from the practical point of view, the mechanism
that the group manager has to re-encrypt all data after a member is revoked, is not generally acceptable
because it is very inefficient.

2 Review of the Registration Method in Zhu-Jiang Scheme

In the scheme [I3] there are three entities, the cloud, a group manager and a number of users.
The manager generates a bilinear mapping system S = (¢, G1, G2, e(,-)). He then picks P,G € G,
v € Z; and computes
W=~-PY=~-G,Z=¢G,P).

He publishes (S, P,W,Y, Z, f, fi, Enc()), where f is a hash function: {0,1}* — Z, f1 is a hash function:
{0,1}* — G, and Enc() is a symmetric encryption system. The manager keeps (v, G) as the secret
master key.

Let ID; be the identity of a user, pk be the public key of the user that needs to be negotiated
with the manager, ac be the user’s account for paying. The registration phase can be described as
follows.

— The user picks v; € Z and sends (ID;,pk,ac,v1) to the manager.

— The manager picks r € Z, computes
R=e(P,P)",U = (r+yv1 f(pkllac]| ID;)) - P
and sends U, R to the user.

— The user checks .

R -e(vy f(pkllac||ID;) - P,W) = e(U, P).
If it holds, he picks ve € Z7 and sends
IDi,’UQ,AENCSk(IDi,Ul,aC)

to the manager, where AENC() is an asymmetric encryption system and sk is the private key
corresponding to the public key pk.

— The manager compares the received ID; with the identity I D; computed by decrypting
AENC4(ID;,v1,ac).

He also verifies if the decrypted number v; is equal to the random number v; in the first step.
The other description in this step is omitted. We refer to the original for full details.

— The user decrypts AENCpr (K EY,v9) to obtain his private key KEY = (z;, A;, B;).

In the registration phase, the interactions between the user and the manager can be depicted in the
following Figure 1 (see Figure 3 in [13]).
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3

User Manager
I1D;,pk, ac,v1

R-e(v; f(pkllac|ID;) - P, W) = e(U, P) vR

ID;,v2, AENCsx(I1D;,v1,ac)

AENC,(KEY, v3)

Figure 1: Interactions between the user and the manager in the registration phase

The weaknesses of Zhu-Jiang Scheme

In this section, we show that Zhu-Jiang scheme [13] have three drawbacks, which make it impossible to
be practically implemented.

D

The manager cannot complete his computational task in the registration phase because the man-
ager cannot decrypt AENC;,(ID;,v1,ac), where sk is just the user’s secret key. In order to
ensure that the manager can decrypt a ciphertext, the user must use the manager’s public key
pkar to encrypt data. That is to say, the user has to compute AENCp,, (ID;, v1,ac) and send it
to the manager. But we find the scheme does not assign the manager’s public key pk,; at all.

The scheme stresses that the user’s public key pk needs to be negotiated with the manager, and
the user can securely obtain the private key from the group manager without any Certificate
Authorities. The authors [I3] have misunderstood the concept of public key which is associated
with an asymmetric encryption algorithm. We here want to point out whether the negotiation is
by online or offline interactions, the manager can assign the user’s private key (x;, A;, B;) as well
as pk simultaneously. In such case, the registration phase is totally unnecessary.

Notice that in order to bind the identity of an entity to its public key, it is usual to introduce a
trusted third party (TTP). The TTP is generally assumed to be honest and fair but it does not
have access to the secret or private keys of users. Before creating a public-key certificate for Alice,
the TTP must take appropriate measures to verify the identity of Alice and that the public key
to be certificated actually belongs to Alice.

To this end, it is conventional that Alice has to appear before the TTP with a passport as proof of
identity, and submit her public key along with evidence that she knows the corresponding private
key.

Explicitly, a user’s public key satisfies [I]:

e Creditability — it should be authenticated by a certification authority.
e Accessibility — it should be easily accessible to any user.
e Durability — it should be repeatedly usable in the life duration because the cost to generate

and distribute a user’s public key is somewhat expensive.

The scheme adopts the mechanism that the group manager has to re-encrypt all data stored in the
cloud after a member is revoked (see page 44 in [I3]). The mechanism, from the practical point
of view, is really infeasible because of its inefficiency.
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4

Conclusion

We show that Zhu-Jiang scheme is flawed. We would like to stress that the generation and authentication
of a user’s public key takes a lot of work. We specify that when Bob wants to encrypt a message and
send it to Alice, Bob needs to invoke her public key, instead of his public key or secret key.
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Abstract

Ultra wideband (UWB) impulse radio (IR) system has currently being considered for several ap-
plications due to its attractive features that include low-power carrierless and ample multipath
diversity. However, accurate timing offset (propagation delay) acquisition and channel estimation
are critical for reliable operation. In this paper, we show the feasibility of using small training
data set to jointly estimate timing and channel information in a multipath environment and in the
presence of multi-user interference (MUI). Moreover, we exploit the training data set to design two
types of constrained minimum output energy (C-MOE) mobile station (MS) receivers that effec-
tively suppress MUI and extract the desired signal. Simulation results demonstrate that both the
proposed timing-channel estimator and C-MOE based detectors are robust to MUI and near-far
problems.

Keywords: Minimum Output Energy (MOE); Multi-user Interference (MUI); Near-far Problem;
Time-hopping (TH); Ultra Wideband (UWB)

1 Introduction

Recently, a lot of attention was paid to ultra-wideband (UWB) radio systems since it is a promising
technique for low-complexity low-power short range indoor wireless communications [1, 3, 12, 13, 14].
The basic structure of UWB radio stems from transmitting a stream of pulses of very short duration (on
the order of nanosecond or less) and with very low duty cycle. When such transmissions are applied in
multiple access system, time-hopping (TH) spreading codes are a plausible choice to separate different
users [5, 7, 16]. Modulation of TH impulse radio is accomplished by assigning user-specific pattern
of time shifting of pulses. However, the above benefits vanish without accurate timing (propagation
delay) acquisition. Moreover, multipath fading induced signature waveform distortion severely degrades
system performance.

Several data-aided timing acquisition schemes have been proposed [9, 17] for UWB transmission
through dense multipath channels. However, [9] relies on a judiciously designed training pattern and [17]
only considers single-user AWGN environment. Non-data aided (blind) timing-acquisition schemes
have also been developed [4, 10, 18]. Based on the maximum likelihood criterion, channel parameters’
estimation for UWB operating in multipath environments has been investigated in [4]. The method
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proposed in [4] is computationally prohibitive since it requires multi-dimensional search to maximize
the log-likelihood function. The work of [10] exploits the second-order cyclostationarity in the UWB
signal to perform timing acquisition and tracking. The work of [18] proposes simple integrate-and-
dump operations over adjacent symbol-long segments of the received waveform. However, channel
estimation is not considered in both algorithms. In [11], first-order cyclostationarity in the UWB pulse-
position-modulation (PPM) signal is exploited to perform channel estimation and synchronization. The
algorithm proposed in [11] is blind and the complexity is extremely low. However, [11] assumes the
multiuser interference (MUI) to be zero-mean, thus cancelled out after averaging over the received
signal. Whereas, zero-mean assumption is obviously not satisfied for the considered PPM signal. In
the work of [8], both the first and second order statistics of the received signal are employed to blindly
estimate multiuser channel impulse responses. The timing estimation (synchronization) problem is not
considered in [8].

The first aim of this paper is to develop a data-aided, low-complexity, joint timing and channel
estimation algorithm in TH UWB IR system employing binary (antipodal) pulse amplitude modulation
(PAM). The rationale of the estimation algorithm is based on the first-order statistic (sample mean)
of the training data set, then making use of the characteristics of discrete Fourier transform (DFT).
More specifically, our proposed algorithm is computationally feasible such that only relatively small
training data set is required. Simulation examples are carried out to evaluate its performance (in terms
of root-mean-squared error (RMSE)) under different scenario.

Upon the timing estimation is completed, we can synchronize the observation window at the bit
epoch. Employing the same training data set that has been aligned bit-by-bit, we can further estimate
the desired user’s effective signature vector and the correlation matrix of the observation data. In
what follows, two types of constrained minimum output energy (C-MOE) [2, 15] mobile station (MS)
receivers are developed for desired signal extraction and interfering signals suppression. The first scheme
operates directly on the chip-rate sample data to derive the C-MOE based weight vector. While the
second scheme first exploits the desired user’s TH sequence to despread the received signal in each
resolvable path, thereby, combines the outputs by the C-MOE based weights. From the computational
complexity point of view, Scheme 2 is much simpler since the size of data and/or weight vector is
extensively reduced. Both schemes exploit relatively small training data set and the performance is
comparable to the optimum MOE receiver.

The remainder of this paper is organized as follows. In Section 2, we formulate the transmitting
and receiving signal models of the time-hopping UWB multiple access communication system using
binary antipodal PAM modulation. The first part of Section 3 describes the rationale of the proposed
joint timing-channel estimator. There then, highlights the design of two types of MOE-based receiver.
Simulation results are presented in Section 4. Concluding remarks are finally made in Section 5.
Notations 1. Following common practice, vectors and matrices are represented by boldface, []7, [|*
stand for matriz or vector transpose and complex transpose, respectively. We will use E{} for ex-
pectation (ensemble average), and = for 7is defined as”. © denotes Hadamard product (element-wise
multiplication), x and ® denotes linear and circular convolution, respectively. In; denotes an identity
matriz with size M, diag{} denotes a diagonal matriz. hatx indicates the estimate of parameter x.

2 Signal Model

In UWB-IR system, every information symbol (bit) is conveyed by N; data modulated ultra short
pulses over Ny frames. There is only one pulse in each frame and the frame duration is 7. The pulse
waveform is referred to as a monocycle [13], which typically is a doubly differentiated Gaussian pulse [7],
with ultra-short duration at the nano-second scale. We assume the monocycle pulse waveform, p(t),
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is normalized within a chip, T.. Note that T is usually a hundred to a thousand times of T¢, which
accounts for very low duty cycle. When multiple users are simultaneously transmitted and received,
signal separation can be accomplished with user-specific pseudo-random sequences.

In downlink side, all users are synchronously transmitted, we may establish the data model of the
transmitted signal as

K Ny—1
2(t) =Y di(i) Y axp(t — iNgTy — jTy — AT0) (1)
k=1 i j=0

where t is the clock time of the transmitter. K is the number of active users. aj is the amplitude
of the k" user. The i*" bit transmitted by k' user is given by dy (i), which takes on +1 with equal
probability. Denoting T} as the duration of the Ny repeated bits, then T, = N;T;. Suppose each frame
is composed of N, time slots each with duration 7., thus, Ty = N.1.. User separation is accomplished
by user-specific pseudo-random TH code. {cg?}j:m)... ,N;—1 accounts for the k" user’s TH code with
period N¢. Thereby cé?Tc is the time-shift of the pulse position imposed by the TH sequence employed
for multiple access. ¢}T, < T}, or equivalently, 0 < ¢¥ < N.—1. To simplify the notation, we define the

Nj—1

kth user’s pulse train waveform as pi(t) = >,

as a more compact form

p(t—jTy— c?Tc). Thus, we may rewrite Equation (1)

K
2(t) =Y ardy(i)pr(t — i) (2)
k=1 1

In downlink channel, signals are subject to the same fading. In this paper, the multipath channel
is modelled as a tapped-delay line with (L+41) taps, thus the time-invariant channel impulse response
with (L+1) resolvable paths can be modelled as

L
h(t) = oud(t —IT.) (3)

=0

where the tapped-delay line model as depicted in Equation (3) implies (L+1) resolvable paths.
denotes the attenuation coefficient along the I*" resolvable path. In writing Equation (3), we have
assumed the channel parameters are essentially constant over observation interval. The average channel
energy is normalized to one, ZlL:O |ay|? = 1. Evidently, by selecting cfva = 0; Yk and Ty > LT, (or
equivalently, N, > L), we can guarantee no inter symbol interference (IST).

Without loss of generality, we assume that the propagation delays between the desired user and the
base station is within 73, 0 < 7 < T}. Hence, the received composite waveform, which is made up of a
weighted sum of attenuated and delayed replicas of the transmitted signal, can be formulated as

r(t) = x(t)*xh(t)+v(t)
K L

= D ar Y di(i) Y cupk(t —iTy — 1T — 7) + n(t) (4)

k=2 ) =0

where n(t) is assumed to be zero-mean AWGN noise process with variance o.

At the receiver front end, the received signal is first passed through a chip-matched filter (CMF)
that matched to the monopulse, p(t). If the time delay 7 has been perfectly estimated, thus, offset
(synchronized) at the front end of the receiver. Then, the N;N.-vector containing samples at the
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output of a CMF during the ith transmitted symbol can be formulated as

K
r(i) > ardg(i)e + n(i)
k=1

CAd(i) + n(i) (5)

where C = [¢ica - ck] is a NyNg-by-K matrix, A is a diagonal matrix, A = diag{aiaz---ax},
d(i) = [d1(i)da(i) - - - dx (i)]T. n(i) is the vector of noise samples, which is white with covariance ma-
trix 021 NyN,- Please note that the NjyN.-vectors, {c}}kK:l, represent the effective signature vectors
for each user. We can obtain from Equation (5) that it arises from the CMF output’s samples within

a bit of the composite waveform, ﬁ(;l:;)Tc p(t) ZZL:O ap(t — Te)dt; n = 0,1,--- | N.Ny — 1, Denot-

ing gi,; as the samples at the output of CMF of the received waveform coming from the [th path,
(n+1)Te p(t)pr(t — IT,)dt; n=0,1,--- ,N.Ny — 1, thereby it is evident that ¢ can be expressed as

t=nT,
L
Ck E gk,
=0

- Cka, k:172a"'7K (6)

7.

where C = [qk,0qk,1 " .1}, @ = [0 -+~ ar
Without loss of generality, we assume user 1 is the desired user hereafter. In order to facilitate
the design of data-aided joint timing and channel estimator, we firstly apply the training sequences,

di(i)=1;i=0,1,--- , M — 1. Hence, during the training period, we may express r(t) as
M-1 K
r(t) = Z [a;p;(t —iTy — T) + Z ardy (1)pr(t —iTy — 7)] + n(t) (7)
i=0 k=2

where pg(t) is the composite waveform of pg(¢) and the multipath channel

L
Pr(t) = pil(t) % h(t) = > aipi(t — IT.). (8)
=0

The problem addressed in this paper is the design of joint timing-channel estimator, based solely on
the first-order statistics of the observation process r(t).

3 Proposed Data-aided Linear Detector

3.1 Stage 1: Joint Timing-channel Estimator

To simplify the analysis, we assume 7 is integer-multiples of T, that is 7 = €T.; e € [0,1,--- , Ny N.—1],
though generalization to non-integer € is without conceptual difficulty. Without the information of 7,
the chip-rate samples during one bit interval in general conveys two adjacent bits. We denote the
previous bit and current bit by d(i — 1) and di(4), respectively. Let ¢ be a circular-shifted version of
the effective signature vector, ¢, thus it can be written by
Cvk = ].—‘(E)CF;C
_ | OvyNe—exe  INpN.—e ~
I Oex(Nchfe)
= Ck,—1tCko (9)
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where T'(e) is a permutation matrix with respect to the unknown propagation delay e. It is easy to
derive that I'(¢) is an orthogonal matrix since
L(e)l (e)
= TT(e)T(e)
= I;Vee{0,1,---,N.N;—1}.

Evidently, T'(¢) circularly shifts the elements in ¢ by e.

—_—

k-1 = [ex(e) - E(Nch—l) 0. 0T,
Ko = [O"'OCI:ZO/)"'CI(E—I)]T

are the signature vectors associated to the kth user that di(i — 1) and di(i) are modulated onto,
respectively. Thereby, during the training interval, the N;N.-vector containing samples at the output
of a CMF for ith symbol can be expressed as

K

r(i) = acy + Y ag(di(i — V)ex 1 + di(i)ci o) + n(i). (10)
k=2

Since {di(i — 1), dg (i)} k=2, .. k and n are zero-mean, the first-order statistics (ensemble average) can
be approximated by the sample mean estimator provided that M is sufficiently large

1 M
T = MZT(’L) = CLlel (11)
i=1

Let ¢1 be the Ny N -vector of the desired user’s signature vector (undistorted), h = [agary -+ - a0+~ 0]

accounts for the vector of channel IR (padding by NyN. — L — 1 zeros), and h. represents the vector
that circularly-shifted h by e. It is easy to deduce that

Cvl =1 he (].2)

where ® denotes circular convolution [6]. Since in general, ¢; is well-known to the desired mobile
receiver, Equation (12) has implicitly separated 7 into a well-known term, c¢;, and an unknown term,
he, which is determined by € and . Let R, P, H, be the Discrete Fourier Transform (DFT) of 7, ¢y,
and h, respectively. Upon defining the DFT matrix with block size NV, as

1 1 1
. T . N.—1)mw
. L el expl— 2T
~ /NsN. : :
.2(NyN.—1)m .2(NyN.—1)*7
1 exp[_j(]fvfijvc)] - exp[—j ( foNc ) ]
Then, we have
R = Wr
P = We (13)
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Since time-domain convolution is equivalent to frequency-domain multiplication [6], hence, we can
obtain from Equation (11), Equation (12), and Equation (13)
R = Wrx aiWep = U,1W(Cl X he)
= a1/N;N.P, ® ¢(e)H (14)
where
2m(NyN, — 1)e

¢(e) = diag{1 exp[—j ]\3:];6] -+ -exp[—J WH’

Note that in writing Equation (14), we have applied the fact that time-domain circular-shift is
equivalent to phase shift in frequency-domain, Wh, = ¢(e)Wh = ¢(e)H. Since P; can be calculated a
priori, we may perform element-wise division from Equation (14), which yields

’ R(m)
R = —
(m) VN NPy (m)
2mme
= a1H(m)exp[—j ;, m=0,1,--- ,N;N.— 1. (15)
N¢N,

Upon defining R = [R(0)R(1) - -- R(Nch —1)]%, Equation (15) can be written in vector form
R=a1¢(e)H. (16)

Toward this end, performing Inverse Discrete Fourier transform (IDFT) on R, we can obtain the
impulse response of the channel circularly-time-shifted by e.

WHR = WHap(e)H

= OEXNchfe Ie h (17)

InyN.—e  ON;N.—exe
= a1T'(e)h

Since I'(e) is an orthogonal matrix, hence we develop the object function as
h(e) =T(e)WHR.

Let us define 2(0 : L) be the subvector truncated from the first (L + 1) elements of h(€), we propose
to estimate € by maximizing the square norm (energy) of A(0: L)

é=arg max ||h(0: L)|]? (18)

0<e<NfN,—1

Once Equation (18) is evaluated, both e and h ban be jointly estimated. Moreover, it is evident that
the maximum value of ||h(0 : L)||? corresponds to a? since ZiL:O lou|? = 1.

We may summarize the above channel and timing estimation algorithm as the following steps:
Step 1: Construct W and calculate the frequency-domain counterpart of ¢;, P, = Wey.

Step 2: Performing time-average during training period on the observation vectors,

| M
F= M;r(z) >~ a16;.
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Step 3: Perform DFT on 7, to obtain R, R = WT.

Step 4: Using Equation (15) to calculate R(Am), then construct R.

Step 5: Calculate h(¢) = T'(e)WHR for every possible e = 0,1, - - - ,NyN. — 1.
Step 6: Using Equation (18) to determine €, h, and a?.

3.2 Stage 2: Design of Constrained Minimum Output Energy (C-MOE)
Receivers

Once € has been estimated, we may offset the observation vectors to align with each bit. Thereby, the
data model of Equation (10) becomes

K
r(i) = aiéi+ Y ady(i)éx + n(i)
k=2
= a1 +u(i);i=1,2,--- M (19)

where u(i) = ZkK:2 ardy(i)c+n(i) denotes the MUI plus noise vector. Employing the above M training
data set, {r(i)}},, we may estimate the correlation matrix of r by

D
R, = i ; r(3)rH (7). (20)

The rationale of the C-MOE receiver, also referred to as minimum variance distortionless response
(MVDR) receiver, is to minimize the output energy, E{|w!r(i)|?} = w?R,w, corresponds to the
constraint that the desired signal should be distortionlessly passed.

arg min,, wH Rrw

; 21
subject to wfée =1 (21)

where cﬁ = (14, and & is obtained from the proposed joint timing and channel estimator. Using La-
grange multiplier, the solution of the constraint optimization problem of Equation (21) can be obtained
as

A =1

W1 = g ETA _c11 N (22)
a R a
After the training period, information bits can then be extracted by
dlA(l) = sgn(wir());l=M+1,--- (23)
Therefore, the output signal-to-interference-plus-noise power ratio (SINR) can be obtained as
H - (2
=t L (21)

where we may easily derive R,, from Equations (5) and Equation (19) as
R, = E{u(i)u(i)}
Ao o
= 01A101 + o INcNf (25)
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Using {r()} .

R w
W caleulate I, Ru |

Figure 1: Block diagrams of the proposed data-aided joint timing-channel estimation and interference
suppression in PAM UWB IR system

where C; = [¢2C3 - -+ Ck) is a N.Nyp-by-(K — 1) matrix, A; is a diagonal matrix, Ay = diag{az---ax}.
The schematic block diagram is shown in Figure 1.

Unfortunately, to derive w; as depicted in Equation (23) needs to perform inverse of a matrix with
size N.Ny, which is in general computationally prohibitive. Hence from the complexity point of view,
we attempt to exploit the known desired user’s TH sequence to develop an efficient detection algorithm.
In the second scheme, (i) is first partially spread by a bank of correlators each matched to a different
resolvable path of the desired user. Thereby the outputs of the (L + 1) correlators yield

y(i) = Clr(i)

K
= aC{é +C1Y  ardy(i)ér + CTn(i)
k=2
K
= aci+ Y arde(i)éx + v(i)
k=2
= alcﬁ + Ul(’L) (26)

where ¢, = CTér, v(i) = CTn(i), ur (i) = 3o, ardy(i)é + v(i) denotes the MUT plus noise vector. We
can deduce that the noise vector v(7) is still jointly Gaussian with zero-mean and covariance (correlation)
matrix E{C{n(i)nfl(i)C1} = ¢>CTCy. In short, the original N.N;-by-1 observation data vectors,
{r(i)}, after linear transformed by Cj, have been reduced to {y(i)} with much smaller dimension.
Following the rationale in the first scheme, the first-order statistics of y(i) can be obtained by the
sample mean estimator

1 M
V=47 ;y(i) = a6 (27)

where the MUI plus noise term vanishes due to zero-mean characteristics of uii. Upon evaluating the
correlation matrix of y(i) by

R, = % >_ vy (). (28)
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We can deduce the weight vector for the second C-MOE receiver.

s -1
B
yIRy, Y
The information bits can then be determined by dlA(l) = sgn(wily(l)); I = M +1,---. The output
SINR can be obtained as
Hz |2
2 |wyci
— 30
Y2 aj ngul'lUZ ( )
where
Ry = EB{w(i)ui (i)}

= aA%CNHH + azClTCl;

Cy = [c3¢3 -+ ¢x) is a (L + 1)-by-(K — 1) matrix.

4 Performance Analysis

In this section, we present numerical results to evaluate the performance of the proposed joint timing-
channel estimator. Moreover, the performances of the two types of C-MOE UWB MS receivers are also
comprehensively compared.

4.1 Evaluation of the Joint Timing and Channel Estimator

A plausible criterion to measure the estimation accuracy is root mean-squared-error (RMSE) that is
defined as

N,
I 1 -
= JR— JR— J— 2
RMSE = sn§:1||alh(n) h| (31)

where N is the Monte-Carlo trial number. Unless otherwise specified, we have set the parameters
N, =100, Ny = 16, N, = 16, K = 10, L = 10 and all the active users’ SNR are set to be 15 dB
throughout all the simulation examples.

In Figure 2, we present the averaged RMSE with respect to the training length (M). As depicted
in the figure, RMSE decreases as M increases. This demonstrates the fact that 7 is asymptotically
(according to the window size M) approaches to a;c;.

In the second simulation example, RMSE is measured with respect to the desired user’s SNR, which
is defined as SNR; = (%)2 (in dB). As shown in Figure 3, larger SNR offers significantly better
estimation performance (smaller RMSE).

In the last simulation example, we attempt to measure the near-far resistant characteristics of the
proposed estimator. We first set the interferers’ amplitudes to be the same, as = a3 = - - = ax =7,
and define the near-far ratio (NFR) as the interferer-to-desired user’s power ratio, NFR = ( %)Q(dB).
Varying NFR from 0dB to 15dB, the resulted RMSE is shown in Figure 4. As shown in Figure 4,
RMSE for the proposed estimator is insensitive (only slightly increases) to the increase of NFR.
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Figure 4: RMSE with respect to NFR

4.2 Evaluation of the Two Types of C-MOE Receivers

Figure 5 presents the SINR (in dB) with respect to the training data length, M. The performance of the
ideal (with perfect channel information) MVDR based receiver is also provided as an optimum bound.
We can verify from Figure 5 that both schemes converge to the steady state for small training data
set. Note that Scheme 2 converges much faster than Scheme 1 since the data size is comprehensively
reduced. We set M = 800 for the simulation examples hereafter.

Figure 6 presents the SINR with respect to SIVR;. As expected, the SINR of both schemes increases
for larger SN R;. More specifically, though Scheme 1 outperforms Scheme 2 in ideal case, it is worse
than Scheme 2 in practical scenario. This demonstrates the fact that the weight vector with larger size
is more sensitive to the estimation error (including correlation matrix and effective signature vector).

To characterize the near-far performance, the SINR performance with respect to NFR is revealed in
Figure 7. As verified in Figure 7, both schemes are essentially near-far resistant. Furthermore, it is also
verified that Scheme 2 outperforms Scheme 1 in practical situation.

Figure 8 presents SINR versus the number of simultaneous users, K. Though both schemes are
insensitive to the variation of K, nevertheless, SINR of Scheme 2 degrades rapidly as K exceeds (L+1).
This is due to the fact that the weight vector size of Scheme 2 is only (L 4 1).

5 Conclusions

In this paper, we have developed a data-aided joint timing-channel estimator in multiuser TH UWB
communication system. Moreover, exploiting the same training data set, two types of C-MOE MS
receivers are proposed. The timing-channel estimator is computationally efficient since it depends
sorely on the first-order statistics of the received data. Exploiting the desired user’s TH sequence, the
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complexity of the second C-MOE receiver is comprehensively reduced as compared to Scheme 1. Several
simulation examples of the data-aided estimator and detector were carried out in a multiuser, multipath
channel environment. We have demonstrated from the simulation results that Scheme 2 outperforms
Scheme 1 in practical situation, nevertheless, the capability to mitigate MUI and near-far problems of
Scheme 2 is limited by the number of resolvable paths. It is also verified that the proposed estimator is
near-far resistant. More specifically, both the estimator and C-MOE MS receivers are shown to converge
to the steady state for reasonably small training data set, thereby gives rise to practical use.
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Abstract

Internet of Things (IoT) aims to integrate physical perceptions, cyber interactions, and social
correlations, with the embedded intelligence. Recently Ning et al. have proposed an aggregated-
proof based hierarchical authentication scheme for IoT. In this note, we show that Ning et al.’s
scheme [IEEE TPDS, 26(3), 2015, 657-667] cannot be practically implemented because of design
flaws in the underlying homomorphic encryption.

Keywords: Authentication protocol, cloud computing, homomorphic encryption, internet of things

1 Introduction

In the scenario of IoT, physical objects, cyber entities and social attributes are required to achieve
interconnections with the embedded intelligence [I1]. Since the integrated network is very complicated,
it is inevitable to suffer from many security challenges on the aspects of system models, service platforms,
infrastructure architectures and standardization [16] (17, 20].

Homomorphic encryption can translate an operation on ciphertexts into an operation on under-
lying plaintexts. The property is very important for many applications, such as e-voting, threshold
cryptosystems, watermarking and secret sharing schemes.

In 1984, Goldwasser and Micali [I0] proposed the first probabilistic encryption scheme which was
also homomorphic. In 1999, Paillier [I9] presented a novel additively homomorphic encryption. At
PKC’01, Damgérd and Jurik [7] put forth a generalization of Paillier’s encryption. The elliptic curve
variant of Paillier’s cryptosystem is due to Galbraith [g].
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At Eurocrypt’06, Schoenmakers and Tuyls [21I] have considered the problem of converting a given
Paillier’s encryption of a value x € Z, into Paillier’s encryption of the bits of x. At Eurocrypt’13,
Joye and Libert [I3] obtained another generalization. In 2013, Boneh et al. [I] considered the problem
of private database queries using Paillier’s homomorphic encryption. Recently, Cao and Liu [3] have
presented a survey on the Paillier’s cryptosystem and its variations.

At Asiacrypt’ 14, Catalano et al. [5] presented an instantiation of publicly verifiable delegation of
computation on outsourced ciphertext which supports Paillier’s encryption. In 2015, Castagnos and
Laguillaumie [4] designed a linearly homomorphic encryption scheme whose security relies on the hard-
ness of the decisional Diffie-Hellman problem. The Gentry’s fully homomorphic encryption scheme [9]
relies on hard problems related to lattices. But Paillier’s cryptosystem based on the problem of factor-
ing RSA integers is still more competitive for applications that need only to add ciphertexts. Recently,
Hsien et al. have investigated the possible usage of homomorphic encryption in client-server scenario
[0l [12] 14 15]. Note that a misapplication of a homomorphic encryption for numerical calculations can
give rise to errors like the ones in [22] (see [2] for details).

Very recently, Ning et al. [I8] have proposed a hierarchical authentication scheme for the Internet
of Things. The scheme is based on two main cryptographic primitives: a homomorphic function and
Chebyshev polynomials. Concretely, the homomorphic function is applied to describe the relationships
of the directed path descriptors. However, we find flaws in the homomorphic encryption that cause the
scheme failing.

2 Review of The Underlying Homomorphic Encryption

The homomorphic encryption is due to Zhang et al. [23]. It needs the following two functions:

[t 0<t<(p—1)/2
=5 Bk

£ = t mod p, 0<t modp<(p—1)/2
Tl —(p—t modp), (p+1)/2<t modp<p

For convenience, we list here the two descriptions, respectively. See Table 1 for details.

Table 1: The underlying homomorphic encryption

Description in [I§] Description in [23]
Setup | Pick two large primes p, q.
Set n = pg and publish it. See the left column.
Keep p, q as the secret key.
Enc. For x € R with d effective decimal For x € R with d effective decimal
digits, compute g;(r) = 10%z. If digits, compute g(x) = 10%z. If
91(@)] < (0= 1)/2, g2 @) € Zpy | lg(@)] < (p—1)/2, Fl9(a)) € Z,,
F(z) = g2(g1(2))F @D mod n=c. | £(z) = f(g(2))*P~V+ mod n = c.
Dec. | F~U(F(z)):=g; (¢ mod p)/10¢ =z. | D(E(x)) := f~'(c mod p)/10? = z.

3 The Weaknesses of Underlying Homomorphic Encryption

The encryption system is directly defined over the field R of real numbers. We found several flaws in
the proposed scheme. The definition of the encryption function is not complete. Indeed, it cannot work
at all.
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1)

2)

The authors have forgotten to specify the function go(-) and g5 '(-) (see page 660 in [I8]). More-
over, both two descriptions have not specified the value k.

Given x € R with d effective decimal digits, compute g(x) = 10%. If |g(x)| > (p — 1)/2, then the
encryptor cannot complete the computational task of f(g(x)) (see the definition of the function

f)-

The encryption system is not of additive homomorphic property even though the converted inputs
are constrained to the upper bound (p — 1)/4 (see Theorem 4, page 168 in [23]).

For example, take p =29,¢ =13,n =377,k =1, x =1,y = 0.1. We have

g(1) =10"x1=1,9(0.1) =10" x 1 =1

E(x)=E1) = f(g(1))*®™ =1 mod 377,
E(y) =E£(0.1) = f(g(1))*®*™ =1 mod 377,
Ex+y)=E14+0.1) = f(g(1.1)»T =11 =98 mod 377.
Clearly, E(x +y) # E(z) + E(y).

Given z € R with d effective decimal digits, in order to mask it, the encrypter has to compute
f(g(z))F®P=D+1 mod n. It means ”the secret key p must be known to the encrypter”. To recover
it, the decrypter has to compute f~!(c mod p)/10%. It means ”the secret key p must be known to
the decrypter, too”. In such case, it is totally unnecessary to design the asymmetric encryption
system.

Conclusion

We show that Ning et al.’s scheme is flawed because it is based on a false encryption system. We would
like to stress that it is impossible to design a homomorphic encryption system mapping a practical
floating-point number system into any finite domain, because it is impossible to find an invertible
encoding transformation associated with it.
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Abstract

E-government has a lack of investment over financial and organizational perspectives regards
to the mechanism provided for supporting government services. There are many key challenges
such as integrated database centers, interoperability, and quality of service. The proposed frame-
work has great enhancement impact over investment including financial and organizational issues.
Furthermore, the proposed framework setups different impacts to handle quality of service, service
level agreement and pas as use based on cloud infrastructure. It is fully private for the government
itself. In addition, it provides services to the general public through the instances. This results in
a speedy and easy access to the services provided by the government at the lowest possible error
ratio. Moreover, it allows various government units to increase efficiency, reduce costs, and provide
potentially better customer service.

Keywords: Cloud computing, cloud service, E-government, E-service, service oriented architecture

1 Introduction

E-government is a suite of services which have range of consumers range from selected people to reach
big number of public people as service consumers. These consumers have to be satisfied with service
performance, integrity, interoperability, security, notification and much more. General pattern in e-
government improvement works for signed up administrations that are compelling, easy to utilize,
formed around and reacting to the requirements of the resident, and not only orchestrated the supplier’s
accommodation [12]. Thusly, the clients need have no information of - nor direct collaboration with -
the administration elements included [I5]. Thus, services need to consider information and data to be
traded and handled flawlessly crosswise through the process of advancement of current e-government
services. Interoperability is considered as a key issue. Still in ref. [§], three levels of interoperability were
divided into: technical, semantic and organizational which confirmed it’s role, not just as a specialized
matter worried about connecting up PC systems, additionally as a basic necessity to share and re-
use information in the middle of systems, and redesign authoritative procedures to better backing the
administrations themselves [6].

Technical interoperability refers to the subjects of defining standard protocols connecting systems
and data formats. Semantic interoperability interested in the trading of data in a reasonable route,
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whether inside or between organizations, either local or crosswise over nations and the endeavor area [§].
The third one alludes to empowering procedures to co-work, by revising rules for how Public Adminis-
trations (PAs) work inside, participate with their clients, and utilize Information and Communication
Technologies (ICT). Containing set of service into a single portal is a key success feature that is known
as integration. a basic requirement of PA portals is integration of services, which aims to assemble
and change procedures that required for a specific resident’s life occasion into one single administration
and the comparing back-office rehearses. A promising arrangement is given by the one-stop portals of
government [6, 23] 27, 28], 29] [30, [37] that are united on-line access points, where several PAs collaborate
for the provision of integrated services.

The main goal of current paper is to propose a framework of e-government services that based on
using pros of cloud computing environment. Which supports many features of quality of service, pay
as you use, reliability, integration, notification etc. The proposed framework is evaluated on deep
discussion relative to interoperability and integration. Next section explains basic information of most
known service based system techniques of e-government which are used perfectly to provide services for
citizens in e-government applications. In Section three, short term survey of recent researcher’s activities
and publications over service providing systems and applications especially based on cloud computing
besides related applications. Section four is the presentation and discussion of the proposed systems
and how can be applied and used. In turn a comprehensive discussion is maintained to evaluate the
performance, explaining the impact of the proposed framework comparing their impact against other
proposed systems via a strong discussion. Finally, paper is concluded with contribution statement
rather than future works.

2 Preliminaries

Different common service architecture are used for providing e-service applications differ based on their
mapping strategies and allocation techniques. The key mechanisms of service architecture are discussed
because of their importance to derive the proposed system.

2.1 Web Service (WS) Based Architecture

Presently, there is no agreement on a definition of ”e-government Web-based services”. However, com-
munication [I8], “e-government” is known as ”online government services”, which can use interaction
between users and government. If a meaning of ”e-government Web-based services ”is needed, accord-
ing to this literatures, it can be known also as the services and information supplied to the citizen
through government Web sites. In turn, it could be put a definition according to its several uses in
this literature. McClure [I4] defined e-government as government’s utilization of innovation, especially
Web-based Internet applications, to improve the entrance to and conveyance of government data and
administration to nationals, business accomplices, and workers, different offices, and government el-
ements [36]. Whereas, Golden et al. [2I] argued that, electronic government comprises of utilizing
innovation, especially the Internet, as a way to convey administrations to subjects, organizations and
different substances with the reason for giving helpful access to administrations and government data.
In a report came from the Momentum Research Group of Cunningham.

In order to provide services of e-government using web service architecture leads to many bene-
fits which can be ensured. To provide services to the general public through the online might cause
quicker and additional adequate access to government services with slight errors [32]. Additionally it
implies that the units of government might notice exaggerated efficiencies, value reductions and proba-
bly higher client service. Attractiveness of those edges has been with success incontestable by numerous
e-commerce initiatives within the non-public sector. Success in business surroundings doesn’t mean
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that government agencies may have the benefit of the same initiatives by merely loading their services
and data on the online. Web service systems have a key feature to facilitate interactions between the
government agencies area unit and general public the directly associated with the come back on gov-
ernment’s investment in delivering services on-line and developing websites. At a minimum, assume
that the cost of delivered service is a smaller amount on a Website than several ancient ways, so every
net interaction they put in their mind a value savings, even while not value savings to the government
agencies, so the value of access by voters are often the supply of profit, usually in reduced travel value.
Therefore, to get the pursued advantages, government agencies ought to move their customers - voters
- from the recent service delivery system (i.e. ancient service delivery methods) to the new net based
mostly one. Since this kind of advantages area unit based mostly upon the dimensions of use, a lot of
individuals use it, a lot of potential potency and price reduction are gained.

If a government computing machine fails to help the interaction between the government and general
public, the service delivery completed during this way won’t be advantageous whereas competitor with
the standard ways in which of service delivery. Such trade off of investment requires deep evaluation ac-
tivity for guaranteeing returns from investments over time [24]. Monetary investment involves defrayal
on instrumentation and technology necessary to deliver e-government Web-based services. Wherever
government investments on delivering e-government Web-based services area unit sometimes monumen-
tal. For instance, the monetary investment for implementing ten to fifteen services on associate degree
integrated portal will simply run to $100 million [I]. So as to form such investments worthy, govern-
ment agencies should be able to justify some style of come back on investment, which usually needs
analysis of the e-government Web-based services. Structure investment, on the opposite hand tends to
be unperceivable, and contains the energy and time that government agencies ought to reorganizing,
streamlining, and rethinking the service delivery system for the e-government initiatives.

The required raise in citizen’s utilization of the Web-based services; either via iterate visit of a
citizen, or via citizens’ recommendation from one to another citizen concerning the new kind services.
As a consequence, not solely the pursued interests can’t be attained, investment created by government
agencies won’t pay off, too. it’s visible that, via the analysis of e-government web-based services
doesn’t generate the value saving impact directly, it is substantial to ensure that the wanted cost-saving
impact happens [20]. The presently enforced design of the database relies on replicating subsets of the
government institutions databases into the Integrated Central Database. The main functionalities of
the Integrated Central Database are replication and accessibility [5]. Both functionalities suffer from
the lack of vital features which are: interoperability, flexibility and manageability. Which appears when
work on replicating a government institution database with a different type database of the Integrated
Central Database. The problem also appears when clients trying to access the Integrated Central
Database over a transport, driver, or an API that is not natively supported by the Integrated Central
Database. Another problem emerges from the inability to attain a central point of management for
the operation of the Integrated Central Database. Service Oriented Architecture (SOA) is considered
as technological solution adopted for integration purposes which enables combined use of preexisting
applications, the standardized description, invocation, and retrieval [32].

2.2 Service Oriented Architecture

SOA gives an answer for shared and disseminated administrations and it accomplishes high inter-
operability, adaptability, and institutionalization by using the portrayal, disclosure, and conjuring of
administrations [22]. To understand the concept of SOA model, one would utilize the (ESB) Enterprise
Service Bus [25] [33]. ESB represents the middleware paste foundation that holds SOA parts together
and incorporates and deals with the correspondence among various Web Services, applications, and
sources of data. The three elements: Web Services, SOA and ESB considered as the foundation for un-
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derstanding the e-Government Central Database. In turn, SOA becomes able to architect framework for
e-government integrated central database that achieves interoperability, flexibility, and manageability.
In which, researchers have overcome above short comings by transforming WS architecture into a SOA.
Although, SOA have overcome major problems of the web service based applications for e-government,
SOA have lack of many benefits of cloud computing architectures including save time, cost, scale etc.
Next, cloud computing service basis is discussed explaining pros key features [5].

2.3 Cloud Computing Architecture

A cloud-based service provides through a shared pool of computing resources on-demand delivery of In-
formation and Communication Technologies (ICT) services over a network, commonly over the internet,
from. Cloud services are generally grouped into three types of offerings [11]:

e Infrastructure as a Service (IaaS), where storage, computing power, and networking are provided.
e Platform as a Service (PaaS), where applications can be developed and executed.
e Software as a Service (SaaS), where software application are delivered.

These services are generally standardized and configured by the provider to maximize economies of
scale, and are delivered through four basic models: private, public, hybrid and community cloud. The
differences relate to who provides the cloud services and how they are provided. Private cloud services
are provided solely for the use of one organization, and are managed by that organization or a third
party. Public cloud services can be used concurrently by a number of unrelated users, while the hybrid
model shares attributes of both private and public cloud models. An example would be data stored
in a private cloud or agency database that is manipulated by a program running in the public cloud.
Community cloud services are shared by a number of organizations and support shared objectives, such
as service delivery, security, policy, or compliance considerations [IT], 20].

Cloud-based ICT services provide opportunities for agencies to achieve better value, flexibility and
reliability, and make sustainable service delivery improvements [9, [I0] 16} (17, 3], 34} [39]:

1) Cost - Moving from customizing and operating in house ICT to using the best available ’off the
shelf’ commodity solutions will reduce the total cost of ownership. Flexible, on-demand services
enable solution testing without significant capital investment and provide transparency of usage
charges to drive behavioral changes within agencies.

2) Consumption based pricing - The benefits of consumption based, pay as you go pricing enables
an agency to move to a model that is aligned to actual demand.

3) Agility - On-demand, scalable and flexible services that can be implemented quickly provide
agencies with the ability to respond to changing requirements and peak periods.

4) Innovation - Innovation will be facilitated by rapid and continuous system development.

5) Resilience - A large, highly resilient environment reduces the potential for system failure. The
failure of one component of a cloud-based system will have less impact on overall service availability
and reduce the risk of downtime.

6) Standardization - Adoption of cloud solutions by agencies will increase procurement of standard
service offerings, providing opportunities for standardization and improved interoperability.

7) In-built upgrades - Future upgrades are removing the need for costly and lengthy upgrade cycles.
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3 Literature Review

Many proposals of net services composition ways have been discussed in last years. For a closed survey,
we have a tendency to discuss with [2 [26]. In current section, we introduce a summarized overview of
some different techniques that deal with automatic web service composition. We take into consideration
only techniques that utilize service dependency information, graph models, and semantics. The plain
concept beyond dependency is that whenever a web service receives several inputs and returns several
outputs, the outputs is somehow correlating or dependent on the specified inputs. By utilizing a graph
model, the attitude of obtainable web services is appeared in terms of their input-output information,
as well as semantic information about the web data. A graph is represented by a set of vertices or
'nodes’ and a set of edges that link pairs of vertices. A graph might be undirected, significance that
there is no variance between the two vertices connected with every edge, or its edges might be directed
from one vertex to another. A weighted graph is a graph where every edge has a weight (some real
number) connected with it. The dependency graph is utilized in finding a combined service to fulfill
a specific request. The majority of composition graph-based styles or methods construct web services
dependency graphs during runtime. They utilize a seeking algorithm for navigating dependency graphs
for composing services. The major distinctions between these styles are Attributable to how they seek
the dependency graph. A*, Dijkstra, Floyd, the mostly popular search techniques used were backward
chaining, Forward chaining, and bidirectional search algorithms .

Hashemian et al. [34] save output and input dependencies among obtainable Web services in their
dependency graph, and then construct composite services by using a graph seeking algorithm. In their
graph, every service and Output and Input parameter is demonstrated by a vertex, service’s Output and
Input are demonstrated by outgoing and incoming edges, respectively. The authors take into account
only the matching and dependencies among Output and Input parameters with the lack of focus on
functional semantics, thus they can’t warranty that the created composite services Responds to the
requested functionality well.

Gekas et al. [13] developed a service composition registry as a hyperlinked graph network, dynam-
ically analyzed its structure and with no size restrictions to conclude helpful heuristics to guide the
composition process. Services are performed in a graph network and this graph was produced and ex-
plored during the composition process to find a potential path from the initial state to a final state. In
order to minimize the time of searching, a group of heuristics were used. But according to the authors,
creating the graph at the time of composition costs a lot from where of computation and limits the
applicability of graph-based approaches to the problem of web service composition.

In [4], the authors utilize the backward chaining method in combined to depth initial search to
obtain the needed services for a composite task. the author presented a summarized solution and
they did not discuss a fulfillment plan generation algorithm obviously . Arpinar et al. [3] the authors
used an approach which utilized semantic similarity and graphs for web service composition as we
planned to do in this work. They took into consideration edges with weights and deploy a shortest-path
dynamic programming algorithm according to Bellman- Ford’s algorithm for computing the shortest
path. concerning cost, the authors considered the output and Input and fulfillment time of each service
likeness but they did not consider the services’ nonfunctional attributes.

Talantikite et al. [35] they proposed to pre-compute and store a network of services that are connected
by their Output and Input parameters. The link was built by utilizing semantic likeness functions
based on ontology. They represented the service network utilizing a graph structure. Their approach
utilized depth-first search algorithms and backward chaining to find sub-graphs that include services
to accomplish the requested task. They proposed a way to choose an optimum plan in case of discover
more than one plan. However, they also created the graph at the same time of composition which incurs
substantial overhead.
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On the investigation for the e-Government data integration, the authors in [35] propose a conceptual
SOA-based framework for the Palestinian e- Government Central Database. In this paper we present
the realization of that framework.

A SOA-based approach to data integration achieves interoperability. Works such as [7, [19] have
stressed the importance of interoperability for the data integration process where database accessibility
should be according to neutral mechanisms and will be freelance of the underlying implementation.

A technical construct that employs SOA as AN IT platform to handle totally different modalities,
information streams, and devices within the operation space is conferred in [38]. They propose SOA
for integration inheritance medical devices on networked medical devices. It is a model for a service-
oriented e-Government support platform for the mixing of both information and application referred to
as (SoGoSP) is projected in [34]. It integrates information and applications from varied business systems
deployed in both e-Government external and internal networks. The model consists of 4 item layers that
embrace application layer, common service layer, service support layer and service integration layer.

A solution to information integration downside between heterogeneous databases is conferred in [4].
The answer is predicated on constructing information center with XML schema and internet Service
technique which might gives a sensible solution to issues with business logic technique invocation and
obvious information exchange in low layer. The wants of abstracting, sharing and integration multiple
heterogeneous info management systems in e-Government square measure self-addressed in [38]. They
introduce design of e-Government info management platform supported SOA framework.

4 The Proposed Algorithm

Today, different governments are going to provide services that are suitable for citizen’s capacity rather
than stability. E-government application suites become principle concept to conduct wide range of
clients/citizens. These applications suites suffer from many different challenges that were addressed
in many researches before. Challenges include different information management systems, central
database, robust infrastructure, interoperability, integrity and much more. In case, services are not
satisfied perfectly the citizens of government, the country will have extreme challenge with cover the
flow of work requests at their sites. Quality of service will be decreased rapidly to be insufficient. Delay
of delivery, work overhead, inconsistent, and structure and semantics conflicts rather much more are
subject of side effect to work performance rates. The problem of the proposed is focused on handling
quality of service, integrity, delivery status, workflow notification, cost, security and interoperability
between different organizations under approved unified government umbrella.

The proposed system based on solving the key problem of e-government service architecture based
on web service architecture, see Figure [1| using cloud based service architecture. These shorts are listed
as technical issues and functional challenges. In technical issues, the web service based model have
single user profiling strategy, weak synchronization mechanism and have restricted user interface panel
comparing to available hardware possible screen in current days. In single user profiling, e-government
application have single entry point for every user which is represented by client web browser. These
constraints restricts the user to be stand at his laptop if not his workstation computer. Single point
of user profiling makes the user disable to consume his service on the go that limits his satisfaction
and usages about service available by government. Synchronization is ancient challenges that forces
applications to be solid against possible ways of system dynamicity. Synchronization works on consisting
data, actions and flows of client’s requests. Although, clients have verities of their terminal such as
tablets, smart phones and on go transformable laptops as MS surface to access internet, but still web
based e-government designs have only basis on computer, laptops stations. Always, user interface plays
an important roles that increase human interactivity with the applications and system, in turn user
interface represent shorten of web based service solutions. Whereas, functional shorts includes missing
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features as well detailed and descriptive workflow, status notification and sharing work packages.
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Figure 1: Web Service based e-government framework

The functional features are subject for being solved using work around strategies which may act as
fit solution and may not rather than cost challenges. The functional requirements are elementary points
in the proposed cloud based e-government framework. In the cloud based e-government architecture,
there exists three basic blocks including user interface, data storage and back end block, see Figure
The user interface block containing different items related to user interaction ranging from humanity
interaction to verities of computing terminals. In the user interface, there is ability to provide native
interface for mobile handheld devices, tablets, transformable laptops also have ability to provide basic
entry point as web page. On other hand, within block, cross platform development todays are fully
supported depending on different technologies. All of these types of user interface support share global
resources, preference, setting etc. In turn, user have many entry points to interact with applications
services. Based on verities of interactions types, synchronization and central data storage becomes spot
points of interest.

In order to handle central data storage, data storage block contains ability to insatiate one or more
instance of database. These instances are transparent from user via transparency management layer.
Transparency features include modules for data integrity checks, consistency and consolidation. These
management operation is performed through handling transactions. Transactions can be online, offline
or batch package. Synchronization layer is responsible for making data up to date between online
and offline and visa verse. Such features are enabled through supporting specialized framework per
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development technology such as dot net framework have it’s own compatible software development kit,
android platform have mainly android sdk, also i0S, etc. These frameworks support high precision
of application development, integrity and compatibility. The back end have scope covering verity of
services as workflow and document management, user management, notification service and business
logic of government system. In user management is a service based module focus on enabling user
authentication and data storage for user accounts. The module provides a set of APIs facilitating
user registration process, authentication, password management and user profile editing. The proposed
module provides a choice between internal authentication or integration with social networks like Face
book, Twitter or Google+ accounts. The module allows developers to manage all aspects of users’
accounts, change user properties, reset password, enable or disable users.
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Figure 2: The proposed Cloud based e-government framework

The proposed user management service is designed to be orthogonal design. another services can
be used independently, they are not dependent or connected. The proposed user management module
should also be able to integrate with existing LDAP, Active Directory, CRM etc. also This module can
work in conjunction with engine which provides comprehensive actionable analytics on user’s behavior
and the ability to take action, e.g. lead generation, survey, coupon, email, push notification, coupon,
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social post etc. workflow management service provides an infrastructure to setup, execute, and monitor
scientific workflows and works on coordination of operation of individual components that constitute
the workflow, i.e. orchestration. As research becomes more data-intensive and more reliant on the use
of computers, larger volumes of experimentation data are recorded quicker and with greater precision.
This trend has encouraged significant increase in complexity of scientific simulation software.

Additional difficulties arise from the need to deal with the mismatched data formats that various
services produce or consume. Workflow management service have emerged to solve these problem and
provide an easy-to-use way of specifying the tasks that have to be performed during a specific cycle.
Whereas document management module focus on handling file creation, access, audit, share etc. The
module have different capabilities including find files and documents in seconds instead of hours, share
files in order to allow more than one worker to access the same file at the same time, version control
where consumers are able to manage document changes and revisions including going back to a past
version of a document, configure document security for who could see and make changes on files and
enable auditing to emphasize who saw and made updates to documents and archiving documents via
retention periods for documents.

Today, every applications should have notification facility to announce about details, services, poli-
cies, laws or any new flyer for his wide range consumers. The proposed allows e-government suite to
reach their consumers from notification service module to keep them touch for supervision, their service
status report, feedback about their consumers and monitor and control quality of service regards service
consumer perspectives. In turn, notification service enforce consumer to be informed with details and
status about his enquiry. Under, business logic service nodes, e-government applications are going to
provide wide unlimited range of services for the public. Based on service node, there are many con-
strains of support are satisfied including cloud quality of service (QoS), service level agreement (SLA),
pay as you use and use on the go principles. QoS includes two sides of service quality, side for the service
quality during consuming e-government service from the citizen and other side from the government
investor to achieve level of service demanding during provide the e-government service for the public.
Same as QoS, SLA have two sides of participators, end user, citizen and investor, government.

During satisfying, QoS and SLA, the citizen can consume different services from various terminals on
the go of his way. Also, investor pays only per use of his covered range of citizens not based on resources
allocated as SOA and WS. The proposed framework offers facility to be central and dynamic center
satisfying interoperability, integrity and transparency. The proposed framework should have minimum
total cost of maintenance, configurations and other regular operations which are successive operations of
installation and setup. These operations are subject to be role for the government private cloud provider.
Generally, the proposed system have covered different key points of e-government service suites including
interoperability, integration, integrated central database with replication and accessibility, flexibility
and manageability which keep investment safe over different perspectives; financial and organizational
investment.

5 Conclusion

A professional e-government framework that saves financial and organizational investment has been
proposed. Such framework has been designed based on cloud benefits. Furthermore, it has kept away
the limitations and cloud constrains via implementing government private cloud. In addition, it has the
ability to migrate, imitate, develop and maintain e-government services. Moreover, it has awareness
about interoperability, integration features, replication, manageability, flexibility and accessibility of
integrated database centers.
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