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Abstract

In Digital Signature Standard Algorithm, a Discrete Logarithm Problem is used to calculate
signature. The minimum Key length to be used is 1024 bit length. The work involves a Discrete
Logarithm Problem computation, an Inverse and Modular operations at sender’s side. At Receiver’s
side it involves two Discrete Logarithm Problem computations and modular operations which in-
volves more computing resources as the key length needed is 1024 bit length In the present work, a
Cubc Spline Curve based Public Key algorithm (CSCPKC) is used for Discrete Logarithm compu-
tation and the key length used is approximately 120 bit which needs less computing resources. It
involves a secret matrix key to be shared among the participants which generates Random number
sequence to be used in Signature generating algorithm. This model works well for a relatively small
team of participants in having an Authentication process for Secured and Smooth data transfer
with limited computing resource utilization.
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1 Introduction

Digital Signature Algorithm consists of two numbers that contains values which are computed as per
specified algorithm within parameters. This mechanism helps for authentication of users and also
it verifies the integrity of the message. Digital signatures are generated through DSA and verified.
Signatures are generated in association with Public and Private Keys. Thus each signatory has their
own set of Public and Private keys which are used for Authentication process.

Any symmetric encryption scheme uses a private key for secure data transfer [20]. In their work on
”A new Mathematical model on encryption scheme for secure data transfer [12]”, the authors considered
not only key but also time stamp and nonce values to increase the strength of sub key generated. In
addition the nonce value can also be used for acknowledgement support between participating parties.
The model can be further improved by considering a non linear model where the key values vary with
the data generated [11].

Most of the products and standards that use public-key cryptography for encryption and digital
signatures use RSA or D-H algorithm today [5]. Recently, Elliptic Curve Cryptography has begun to
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challenge RSA. The principal attraction of ECC, compared to RSA, is that it appears to offer better
security for a smaller key size, thereby reducing processing overhead.

Some recent works on application of ECC are cited here. [2, 3] Explains the engineering of ECC as
a complex interdisciplinary research field encompassing such fields as mathematics, computer science
and electrical engineering. The work [18] deals with adoption of Knapsack algorithm on ECC and its
added advantages lie more security in real time applications. [7] Specifies the standard specifications
for public key cryptography. Encryption to data supports the very important features like security,
Confidentiality to data & Authentication of users. [15, 17] discussed the features of Numerical data
analysis which helps in building a mathematical model. In works [9, 10], the authors discussed a new
public key algorithm which is based on Cubic Spline curve Public Key Cryptography (CSCPKC). They
made a comparative study of Cubic Spline curve based cryptography with ECC algorithm in terms of
Key length and computing resources. They also worked on different scalar operations on CSCPKC which
forms the security of the proposed algorithm. In [8] the author discussed a new & simple algorithm which
generates a random number sequence. The sequence is not a time bound algorithm but it depends on
the vector being used in the algorithm. Thus in this algorithm it generates a random sequence which can
be used in Digital signatures and which consumes low computing resources when compared to standard
random number generator algorithms. [14] discusses the Standard Digital Signature Scheme approved
by Information Technology Laboratory National Institute of Standards and Technology Gaithersburg,
USA. In work [6], the author deals with application of Cubic Spline Interpolation in cryptosystems
using Choatic Mapping Concept and discussed the strengths against crypto analysis. In work [22], the
authors represented the Cubic spline curve in terms of Symmetric encryption mechanism and its crypto
analytical strength. The works [1, 13, 19, 21, 24] deals with Survey, Relevance and importance of DSA
in authentication process. The works deals with application of Block ciphers or application of ECC on
DSA and its improvements in authentication process.

2 Modelling of The Problem

The work may be divided to two parts. The first part deals with the generation of random number
sequence. The second part deals with generation of Cubic Spline curve Public Key algorithm to be used
in Digital signature for Authentication purpose.

Algorithm to Generate Random Sequence:

1) A random matrix is being used as a key. Let it be A.

2) Generate a Ternary vector for N values, i.e from 0 to N − 1. Let this be B.

3) Multiply A×B.

4) Consider a modulus function on the product of Step 3 by some prime number.

5) Convert the output of Step 4 to decimal which forms a random number generated sequence.

Modeling of Cubic Spline Curve Problem (CSCPKC Algorithm):

Global Parameters:

• T1, TN : The first and the last data points (Considering the problem as natural Spline);

• n: number of nodal points on the curve considered (∆x being defined by number of
points considered on the cubic spline curve);

• G: Base Sequence considered;

• t: Number of iterations considered (which specifies ∆t considered in the algorithm);
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• K: Random number considered from Random number sequence generator algorithm;

• P : Field considered.

For the 2 point on the curve:

B(2) = −α ∆t

∆x2
mod P

A(2) = 1 + 2α
∆t

∆x2
mod P

D(2) = Y (2) + α
∆t

∆x2
×D(1) mod P.

For the points 3 to n− 2:

B(I) = −α ∆t

∆x2
mod P

C(I) = B(I)

A(I) = 1 + 2α
∆t

∆x2
mod P

D(I) = Y (I).

For the n− 1 point:

C(N − 1) = −α ∆t

∆x2
mod P

A(N − 1) = 1 + 2α
∆t

∆x2
mod P

D(N − 1) = Y (N − 1) + (α
∆t

∆x2
) ×DN .

These conditions imply that T1 is known in terms of T2. Thus the point 2 is a relation between
T1, T2 & T3. But since T1 is known, this relation reduces to a relation between T2 and T3. This
process of substitution can be continued until Tn−1 can be formally expressed as Tn. But since Tn
is known we can obtain Tn−1. This enables us to begin back substitution process in which Tn−2,
Tn−3, · · · , T3, T2 can be obtained for one iteration. Thus the problem is solved by Tridiagonal
matrix algorithm and the process is repeated for ’i’ iterations.

A New Hybrid Digital Signature Algorithm:
Consider a CBSPKC algorithm, with global parameters like G, P , Public key being PB, X be the
Private Key, K be the random number considered from the Random sequence generator algorithm.

Sender’s Signature:

1) Calculate V = GK mod P .

2) Calculate V1 = V x mod P .

Receiver’s Verification:

1) Calculate R = PBK mod P , if R = V1, then verified.

2) If Integrity of the message is also to be considered, G can be replaced with G + H(m)
where H(m) represents the hash value of the message sent.

Example:
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Random Number Generator:

For n = 0 : 80

n1 = floor(n/3);

r1 = n− n1 × 3;

n2 = floor(n1/3);

r2 = n1 − n2 × 3;

n3 = floor(n2/3);

r3 = n2 − n3 × 3;

r4 = n3;

r = [r4 r3 r2 r1];

r = r′;

a = [3 4 2 − 6; 4 − 5 2 6; 3 − 2 6 8; 6 − 3 2 8];

r = modulo(a× r, 3);

r = r(4, 1) + r(3, 1) × 3 + r(2, 1) × 9 + r(1, 1) × 27

end

Sequence generated is 0, 8, 4, 74,79, 75, 80, 78, 77, 74, 53, 49, 45, 7, 3, · · · which is random
in nature.

Depending on the session participation, random number can be considered. For the given
problem the session considered is 14, so the random number considered (K) = 7.

CSCPKC:

Boundary Conditions: Both sides maintained at known data values, i.e T1 = 4, TN = 7;

Global Parameters: G, T1, TN , α, ∆x, ∆t;

N : Ternary Vector of 81 values considered;

n: 11 points considered on the cubic spline curve;

K: Random number;

t: Private key;

P : Field;

PB: Public key, (Gt);

Global Parameters:

α = 4,∆t = 3,∆x = 3, t = 5, T1 = 4, Tn = 7;

G = 4 6 23 8 8 25 8 6 6 11 7.

Generating Public Key from Private key:

• Private key: t = 5;

• Public key: (G)5 = PB = G2;

• PB = G2 = 4 32 9 33 16 1 17 6 19 32 7.

Sender’s Signature:

1) Calculate V = GK mod P ;

V = 4 26 10 35 13 39 18 24 13 3 7 = G1

.
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2) Calculate V1 = V x mod P ;

V1 = 4 11 29 0 3 11 13 11 14 15 7 = G3.

Receiver’s Verification:

1) Calculate R = PBK mod P , if R = V1, then verified.

2) R = 4 11 29 0 3 11 13 11 14 15 7 = V1 = G3 (Hence proved).

Complexity:
Consider the equation,

AB = Gx mod P

where g is the generator; P be the field. Thus if we go by the complexity of the discrete logarithm

problem, it is of the order of e((lnP )1/3 ln(lnP ))2/3 ×O(n)×O(N) where n refers to number of nodal
point considered on the curve and N refers to size of Ternary vector considered.

3 Conclusion

The work deals with development of new digital signature algorithm which can be used in a limited
environment. The main advantage with this mechanism is it consumes very less computing resources for
authentication purpose. It provides a combination of Random number generator algorithm which needs
a Matrix Private Key to be shared among the participants and CSCPKC algorithm for generating the
sequence which can be mapped for Digital signature. The work may be extended to Digital Signature
Standard algorithm which needs more complex construction and computing resources for authentication
and verification.
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